 Introduction

 IP Address & MAC Address

o TCP/UDP/ICMP

 IP Gateway, Network Mask, TTL

*» Routing Protocol

*» Network Address Translation (NAT)
» Domain Name System (DNS)

* Dynamic Host Configuratie
/ Asymmetric Digital Sub

* HyperText Transfer Protoco
* Virtual Private Network (VPN)
* Firewall

“* Wireless Networks
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1.1 Why?

S BT P i) SRS [ EGRAER A
TP I BT -
> DAGHEE A ~ S A% (mobility)
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o SBER YAES
= [P (any time, any place) il
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A %ffﬁﬂ@[ﬂ*—?‘ii fﬁ’ﬁj TR (frequency

*1*—JIH£EF%?B A B (bandwidth)
g (radio spectrum)puﬁ;'ﬁl T2 Fy
I B ST

= S q?j'”ﬁ[qeﬁﬁ"iElrﬁ(l:ederal ommunications

Commission, FCC)
" EYV O EVEESRR VR (Europe
Radiocommunications Office,

= E Y D«‘B?%?*E’”EEE (International = "
Telecommunications Union, ITU)




o S Hi R

S sk g
UHF ISM 902-928 MHz
S-Band 2-4 GHz

S-Band ISM 2.4-2.5 GHz
C-Band 4-8 GHz
C-Band satellite downlink 3.7-4.2 GHz
C-Band Radar(553) 5.25-5.925 GHz
C-Band ISM 5.87

C-Band satellite uplink 5.9

X-Band 8-12 GHz
X-Band Radar(E™ |/ 53) 8.5-10.55 GHz
Ku-Band 12-18 GHz

Ku-Band Radar(ZE™*|)

13.4-14, 15.7-17.7 GHz




< ISM (Industrial Scientific Medical)#iF
" LA~ RIS R )
= “5\1 }a@[gﬁ“ (license-free)
oo :H i ﬂMﬁejm& E S| [ﬁRlefo
ST
= TR TR T Té(packet loss)

" ZEIRR T ?E(multlpath interference)
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+ i~ (Bluetooth)
S 5y= & Izqiﬁ'%ﬁ'ﬁ:ﬁ (3G)
“*lEEE 802.11

= WIiFI (wireless fidelity)

| EEEARYE T IS
802.11 1 Mbps
2 Mbps
802.11a |54 Mbps (Ma
802.11b |5.5 Mbps
11 Mbps
802.11g |54 Mbps (Max.) [2.4 GHz
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g7 Bluetooth
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W HRH]2.4GHZ[Y 7 B RS - S MHZ
o R0 S R 1 (FHSS)  SHIiufisk 1g

5 7}1600-%
o e FR 057 (R EETR L ImW (0dBm) B
100mW(20dbm)

* Eﬁ‘ﬁﬁﬁ}” FRIMbps - BRI E i it
721Kbps |

> R Oderm:Eﬁmaq*¢ , “ﬁj
2 20dBmlF* HLH = 7p50=100,: ~AR




2.1 802. 11»?@‘”5‘ C:F—ﬁﬁ

% |IEEE 802% %

w ([ || || atatinklayer
-t m‘ M2 gk onl | e

architecture: B3 8025 sex1

8023 || 8025 [ | |

uiC Wi - 802.11 MaC || MACsublayer
soan1 || soam || sozama || sozamh .
FHSSPHY | | OSSSPHY | | OFOMPHY | |HRIDSSS PHY F" -]

Egme?.-r mmmmmmmmmmm

’ ¥
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++802.3 (Ethernet)
= CSMA/CD (Carrier Sense Multiple Access network

with Collision Detection : &%35 {{T1H] 2 £1 7 FV /AL [ETH])

+802.5 (Token RINQg)

+802.11

= |[EEE 802.115"% +"OSI (Open Syste

Interconnecti%n)ﬁg%ﬁ?*%f?[\% F Y 8L

J’i%f’:gff(Physic:aI Layer) & e ¥R i

(Data Link Layer)f| (MR /752 -
ﬁfU(Medium Address Control;

MAC) + . s -

Application Layer

IEEE
802.11
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Spread Spectrum Technology

|EEE 802.11 :
m @lﬁ?’?ﬁ'ﬁ”%ﬂfﬁ (Direct Sequence Spread Spectrum,

DSSS) YE RS S (PN codes,
e 14 channels Pseudorandom noise codes)
o PN-codeT‘%@ E’},ll-bit Channel 1 has a center frequency of 2.412GHz

Channel 2 has a center frequency of 2.417GHz
« HOFIPIE £5 MHz
Channel 11 has a center frequency of 2.462GHz

Channel 14 has a center frequency of 2.484GHz

(£ F Chan
= DFIRGE (Frequency Hoppin&%d S

FHSS)

* 78 hop sequences (i 2~79)
. b i Channel 1 has a center frequency of 2.401GHz
J}F’ A e e £ )

* #l FJ CJLEﬂ Ey1MHz Channel 2 has a center frequency of 2.402GHz

Channel 95 has a center frequency of 2.495GHz
[T IR Channel 2~79
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Direct-sequence transmission

\/ 7 7\ I

i RFﬁ:EE & — FE ﬁp!ﬁi?ﬁ’ﬁﬂﬁfﬁﬁ“ JIBr=R ITES‘TH?EJ
%%TEQ o %F‘L[i‘r%é'iﬁilﬂ}correlation processiatkl

.
Original signal Transmitted signal Recorrelated signal
Amplitude 4 Amplitude % Amplitude 4
JL 5 : ".:ﬁ*_/_ L
¥ Frequency Frequency

-ZF-;g—urﬂ 10-11. Basic DSSS technique
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DSSSHiT

@ Amplitude Correlated
signal

Spread . Correlatioh
signal i %

Frequenc}'

requenqr

Figure 10-12. Spreading of noise by the correlation process
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Channel energy spread

Power 4
-30dBr
-50dBr
=iy -1 +11 +22 =ngqggnf}r
MHz  MHz MHz  MHz
Center frequency

Figure 10-15. Energy spread in a single 802.11 DS transmission channel

[
Power 4 j——— 2 MH ——— :,
5
o 2
@ Channel Frequency

'Figure 10-16. Channel separation in 802.11 DS networks
5 (R 1A T ) S A 22MHz -
i) (A S b A4 IS BSE ot 2

.l
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Freguency-Hopping Transmission

RSB I e
. Eﬂ%ww Al
¢ Sk - ES AR el time)

-
|

L

Frequency
slot

e L T = e =
ey et RS

v

Time slot

Figure 10-1. Frequency hopping
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DYl A [
F = (R

Time slot

L
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Figure 10-2. Avoiding interference with frequency hopping
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* -0 SRS R E Erl_?iﬂﬁﬁ

= 0 P R ﬁgtﬁ* =]

8
7
6 |
5
(el
i {2,8,4, 7}
R e _{6,3,7,2)
Time slot

I_Tigure 10-3. Orthogonal hopping sequences
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= PR 2 S
I H5E © DHSS 2 s &Eﬁiﬁj«nfﬁﬁ'ﬁ%ﬁa&
%i’l%} B iﬁ%ﬁu 11| FHS Sl 1 [t
M | 5L %ﬁ{4ﬁSOHObé§’}_& j {Elkf
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2.2 Mk ffrargf—‘rf,

% Distribution System (! EF?‘—.—aﬁ) a logical
component of 802.11 used to forward
frames to their destinations

s Access Pomts(ﬁU*BF,/r ¥3VEY): perform
the wireless-to-wired bridging function

“Wireless Medium (Z 54 /1)
“ Stations(Z (&) o i

Distribution
Wirefess
o medium

Station

~ Figure 2-3. Components of 802.11 LANs



221}1,|:|

< Independent networks (indep. basic
service set, IBSS), also known as ad
hoc networks. AL (1 (BSS): -

e [P EHEN I’P*ﬁ’??f:ﬁ’?‘f
2+ Infrastructure networks

Independent BSS Infrastructure BSS €

Figure 2-4. Independent and infrastructure BSSs
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*Two advantages for infrastructure
networks

* The mobile stations need not to maintain neighbor
relationships.

= Access points assist with stations attempting to save
power.

<+ 1IN an infrastructure network, stations
Mmust associate with an ARito aobtain

network services. (eqtgﬁnt

INn the network cable)

AN extended service set (ESS) '-
created by chaining BSSs together
with a backbone network.
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e
e
BSST
BS5 3
= o
S o
g g
¥ +: -.. i g . :
B552 i L BS54
= i

T E L T T T,

ESS

—r-r rﬁlql;/ijj;{\tt 7
e SRS B ST

?ﬁ;~[ﬁESSpJ

=
(T fI:[ BSSF{ T+ Ey[J

(ESS)77 8

ﬁﬁé

k__

JZ A

FLEH)

internet

Figure 2-5. Extended service set
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M)

Figure 2-6. Distripution system in common 802,11 access powmt implementations
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ﬁlf‘?’F Tt 7 E(Inter-Access Point Protocol,

BsS1

BSS3

:.:_;I;':-' P
Router

Internet n'

AP4 and AP1 exchange associated stations information
for frame forwarding.

Figure 2-5. Extended service set
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2.2.3 aﬁf},n F Sl (Network Boundaries)

Figure 2-7. Overlapping BSSs in an ESS

% 802.115 ,E,EJE#ME'
= Eﬁfﬁ‘ﬁg[ EEIFILHJﬁg_' [D‘F":’_QELIJ;U BSS%**E[ l'
N TE Aj,jﬁ FE*L—‘,\ gfﬁm
EI}'APB fails > g2 &Hrﬁ&f'rlgh%ﬂﬁ%ﬁ&

EI}'APZ fails = ¥t = 5k 184 55 5% 7 [[af 6 s (ES ST J%ghﬁ%&)
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Figure 2-8. Overlapping network types
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2.3.1 EERF (Network Services)

% 802.1LiH ' - uﬁfq@a,}

1. T](Dlstrlbutlon) %L T IFEFVIE > Jik
ﬁj?%;ajj}k’éﬂ&ifﬁl_}ﬁ ﬂ J1*3(Send function;
Dellver the fame)

IEEE 802.115ff% (Allow
e A
E n| i’iﬁ_‘}l
= leB Pﬂﬁff |

2. ¥4 (Integration): mﬁlﬁﬁg Ak (=2
non-IEEE 802 networks)

3. ?{?(Assouatlon) mgﬁj =i 'ﬁ

4. %rié? g_:é,{éb(Re assouaﬂon) %F*JE [&Eiﬁﬁ
g 55':3@ Tt “%lﬁf JEJ"*?E,{

_f‘
he connectlon to a
(E g 2= jﬁf[ FL
I 28




O1

.FJZ

. Heli= ERaidi (Dis-association) i N H ‘] rj%m

J/fﬁ}TJEEI(Authentlcatlon) FWLANZ jiﬁqﬁ el Jg £1
F“sr%l (AJEAEIY T [qu%g‘g;’k@ﬁ » [ ; (=5 TV

E'%ii HUeH R }lﬁﬁ%%' q?)‘?'ﬁ?FJ'JF“ =
A ©
252025 (De- authentlcatlon) {5‘1“ l%i%‘%%[’%?

Ko (Privacy): fkf e é SREIEE . (Wired
Equwalent Privacy, WEP) - }[“’iLE[IJ#‘ S [H S Y

SE n% ‘b

. MSDU 3= (MAC Service Data Unlt MSDU

delivery): FiEUi e VR | ﬁlﬁnﬁﬁ'i INEAIES ,F.J
(Getting data to the recipient)
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Mobility Support

*Mobility can cause one of three types
of transition
= No Transition (In the same AP)
= BSS transition (IAPP)
= ESS transition (Mobile IP)

Ds

BS53,E551

Figure 2-9. BSS transition
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= |n case of TCP/IP, Mobile IP is required to
seamlessly support an ESS transition.

EEEE A

- e W

. ESS2

Seamless transition
not supported

oo AR

Figure 2-10. ESS transition
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3. 802.11 MAC

©802.11 FF| ES??JJ:’(E“?'J %E'IT;?V/;%FME)E‘JB A
U(Carrler Sense Multiple
Access/Colllsmn Avolidance,

CSMAZ/CA)
o MACFETL’- IEF_‘_[/ ??ﬁ?‘g

= SFFEIGERE FLET(RF link quality): 802. 11b|EBF' T FER
AYISMAFEES » Firl Ffﬁ; o E [ R RV

o W
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010?(?802.11ﬁE'JI~E'I&IIT§(positive
acknowledge)#Siil - A5 EuSH S pUFRE
H B PR - R
0 (@)

{1

-3

=55 /
VA /4
*E—E\[ | £ =l 1]

Ak

ﬁﬁi 1 i z Y :
1€ 3-i Pyzitive acknowledgment of data transmissions
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“Node 1%Node 3F#Efm » S RF
“Node 1=Node 2F" [ # 7
“[fil— Ffe] - Node 3=*Node 2 # 1[7!

S E FHETE > Node 20 R PRE Erers - [
Node 1ZNode 3{5% iﬁ[lrﬁé (g

- —

Arec spachonie Area reachable
by nsce | ; By node 3
= =7 4
i 2 3

Figure 3-2. Nedes 1 and 3 are “hidden”
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1P TR0 SRR RS (T » [
= aﬁi[fgﬁ%ﬁ'(wweless transceiver)if] ﬁ
£ & (half-duplex S RIS TYR))
o BB IHEE R & > 802.117FF "Pﬁ!ﬁiﬁ'JRTS
(Request to Send)Z=CTS (Clear to
Send)FHE {15 4 H S B ik
*RTS:CFIFHALL)

" TR G (radio link ) s
F@I}L[SJU[P Q%E Tl O Itfr[

“CTS: (EIpyEmEL)
. [FE[RTSFUER] JCTS%MHI%
= CTSFUES U PZEd iR T (B s
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Figure 3-3. RTS/CTS clearing
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+*RTS threshold

threshold }zt’ﬁjURTS/CTSI@ 5

. Er}'frame*ﬁ?RTS threshold > EJ[JE’JTE*JRTS/CTS%W
= Mo bR framepfi i S

e -
g | |
" I -
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MACT SV LR

o5 o ;r|EIJH‘3’V£_|EIlﬂrrﬁﬁﬁjﬁu(coordmatlon
function)FrZgr (il
7t CSMA/CAF[1 > MACH VRN 55 KL Ry KH
" 5] ??“%FﬁfJﬁi(Distributed Coordination Function,
DCF)
o Hl@ﬁéﬁﬁwﬁi(Point Coordination Function, PCF)

W

39



“* Distributed coordination function
(DCF):
" ZFEthernet- £ » i {Z R @ L fi fradio finki.
g\[ By 5N
.wg@@ﬁﬂ’ SIELELE o T (ERG R S (R
= - Bt R (random backof
- AR CTS/RTS{FSZ PR AR T P 1

o W
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“* Point coordination function (PCF):

= [ A FTinfrastructure network

n F}j*@“ 'I"y755(Contention-free services)

. E— ﬁfﬁﬁ}“u Itfrﬁ(%"t‘ F[l?ﬁ@ﬁJ%ﬁg v point
coordlnator ; @ﬁjﬂ“)ﬁ/‘ﬁhﬂ R GIRS P'Elﬁ‘ N 5
MQ[E[[ H IEBFI %_H,

= Point coordinatorl ¢ {1y DCF=PCE ] flﬁfjﬁ i

i r+PCFﬁFJ » 1 Z[|Point coordl JFIJ'ﬁ

=

=R (F]]H [polling IlstJH%n"
E\f‘ eI ol ()
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Figure 3-4. MAC coordination functions
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g% [{IH-1f= (Carrier-Sensing Functions)

o EGI (I TORLE e 2B /7 RL P i i B LR
+802. 115! fifjf-FaEs p“iﬁﬂ*#ﬁ»
" driEa [ffl(physical carrier-sensing)
= ihEEENN (IR (virtual carrier-sensing)
Ul (IR 5 1 R AL
MAcﬁjtf}H g ﬂiﬁ' BHYEY G

““E"zf” I gmﬁ:aﬁ:f SUARE ) B FN T o
“Z—T‘F @t o (H ) f['JFJ =k hgﬁ now
5L > 1 BATETED ¥ N

S PRI AL AR T [ 2 (Network
Allocation Vector NAV)F’? d [
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—

e b= Ef [ &l (Network Allocation Vec

% 802. 11EI‘J§@7FEﬁHr' [~ [—'duratlon(]‘——]FHEEFJFéﬂ)
HORnE - BT Bl 7 (R0 = IRy T <

*NAVE ZJE Bpl [WEHRE - B3 EHE T
I /v 2 D] o

R (I-E?ﬁ“ﬁvl)ﬁ I TR = O ) 15 /7
PR o H T ﬁ'INA :FJE'\T"‘:F f{fe!

AVT A E'IJ r“%z‘lf UIRTIS o ohes=fli|
ELTHIELTS L"
"NAVF’?H #RTS, CTS, BEacon, Probe

AssociationIFYE[’|
*NAVF flgEratomic operation‘j\kﬂéfll'fg?%

i
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*ﬁ:ﬁfﬁ ; ?""‘ E SIFS :1%.{,‘;{‘}
Sender g ‘ ""_""' %@w | :
: x é fime
: SIFS : SIFS
ra—e B 10
Receiver : i | ’
(5 fime
DIFS :
NAV (RTS) e
NAY E .
Access to medium deferred

Contention window |

Figure 3-5. Using the NAV for virtual carrier sensing
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7 HERE(Interframe Spacing)

QOT FIJQ-L)FEF ﬁ ;%” JF[J[ ﬁ@%j\fﬁj
st (T ﬁi@ﬁ

- DIFS —»

|
|
| <« PIFS —» =
| B PR TS _(ontention window fE
'  y | B e
| : f : e | '. - o e )

o : =
! N\ Backoff é =
| Other stations buffer s slats
: and defer frames

I g

Figure 3-6. Interframe spacing relationships
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“Short interframe space (SIFS): ®¥ &
IE (R AR E“HFE’?J*JBE, F’*,(e.g. RTS, CTS)

+PCF mterframe space (PIFS):+ w%%f
EFJF EEPR| [ EpVD [ERp I TR P IFSE ]
% J[”J[E?:L_ j]: ﬁ jj ﬁ

< DCF interframe space (DIFS) J'I”“%

MH' ’ ['%ﬁ%ffﬁal'ﬁjjﬁﬂwﬁ’\mlz
INREE(E= ﬁ%i'x_ﬁw«
<+ Extended interframe space

ﬁiuﬁr SRR - R 2]
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a'}%ifgfk(power—saving)

X l:[:RF-rﬂﬁHl ’ #V_kﬁki_ﬁ%ﬂfﬁ |J7_:U I'fI? EI[TJ»' L"IEFF‘J

Wi R | SRR

IF[JJ}“[{E"[(%’“I‘ o

+802.11 f‘;jﬁ: FIg FJH YR -
'J" S RN jﬁﬁ:\cﬁj‘j‘ﬁ"‘lﬂlﬁl” i

LB K R (e
L |k I&HE'E YbeaconFEi
o
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