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Router>enable
Router#configure terminal
Router (config) #hostname R1

FREEEI R2 L RR CRT {5 Ellggﬁbﬂ “4 R2) -
b. S HISERT %Juﬂffﬂ IL‘WFE ] °
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44

Rl (config) #line console 0

Rl (config-1line) #password cisco
Rl (config-1line) #login

Rl (config-1line) #exit

Rl (config) #

EI&E[[E‘ R2 E{FE‘_F}EHjﬁo
C. JIHIFEAGRYT AR R R F% S -

Rl(conflg)#line vty 0 4
1 (config-1line) #password cisco
1(config-line) #login
1(config-line) #fexit
1(config)#
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FREEE I R2 ik R
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Rl (config) #enable password cisco
1(config) #enable secret class
1(config) #exit

FREE I R2 ik R
A L - GREAR T  TUIRRIELIES - p5) - 7RIS enable secret password
class  J[HNEE " F l— i P fRAL password o iy L class ¢ flgsm Y (- i
REELR -~ EUE T R OIEER  AIRRE mfﬂff

A IR

SRS R 0T show running-config (i 4 @ AR ED shorun -

Rl#show running-config

Kokk kI u—"—ﬁ?L[ e EhEpa *kk

‘_

Building configuration...
Current configuration : 605 bytes
!
hostname R1
|
enable secret 5 $1$eJB4S$SSH2vZ.aiT7/tczUJP2zwTl
enable password cisco
!
interface FastEthernet0/0
no ip address
shutdown
duplex auto
speed auto
!
interface Serial0/0
no ip address
shutdown
!
interface Seriall/1
no ip address
shutdown

line con 0
password cisco
login

line aux 0

line vty 0 4
password cisco
login
|

end

AL O 7
RL 3 PR 2
P A T 2
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1(config) #interface serial 0/0

1l(config-if) #ip address 172.17.0.1 255.255.0.0

1(config-if) #clock rate 64000

1(config-if) #no shutdown

1(config-if) #exit

1(config) #fexit
= Fb,iﬁg,\pj DCE ,.E,Jfl;rrrfﬁ}%p Jflg N e /“,.E] I—@’XE ﬁ’ﬁ?ﬁ“ o Null =5 [jisu — #i I FJ?B&H
E ﬁ@&@‘%m (DTE & F‘/ DCE) - Z/[I?J;;;«F[Lﬂ i ok [ (A R ) lel[ Eﬂ? * clock rate {LJ o i
DTE ‘Flﬁ.jﬁ YHEFEY - PSEW %“F&El[,y FH J no shutdown fﬁﬂfu [l e W & shutdown F"T‘Jﬁf ST e

HWER5: B

a.

%5] R1 R3[|/ FIpvEYRH

Rl#show interface serial 0/0

Serial0/0 is down,
Hardware is PowerQUICC Serial
Internet address is 172.17.0.1/16
MTU 1500 bytes, BW 128 Kbit,

reliability 255/255, txload 1/255,
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)

Last input never, output never,
Last clearing of "show interface"
Input queue: 0/75/0/0
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,

0 packets input, 0 bytes,

Received 0 broadcasts, 0 runts,

input errors, 0 CRC, 0 frame,
packets output, 906 bytes,
output errors, 0 collisions,
output buffer failures,
carrier transitions

DCD=down DSR=down DTR=up RTS=up

0 output

O O O oo

L= 7§

= PIIN= SEE I A
Serial 0/0 U fRiEfL
AAPRAEE & L
R
Figtit OSI - gt 2
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“+ R1 fﬁ!‘f 7 show interface FU“QJ o S MEEEIER 1 EffsfI A o

line protocol is down

DLY 20000 usec,

rxload 1/255

output hang never
counters 00:01:55
(size/max/drops/flushes) ;

Total output drops:

0 packets/sec
0 packets/sec

0 no buffer

0 giants,

0 overrun,

0 underruns

3 interface resets

0 throttles

0 ignored, 0 abort

buffers swapped out

CTS=down

STATI (13
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C. [;p;,\l]%{ SRS BB e show interface serial 0/0 & F' % i lt@ﬁﬁfj}{kﬁ“

HER6: it R2 l—l%ﬂ‘_'—:i»yu;"pl

S R 5 RO ) Serial 0 B ARV 58 4 BRI

F 5 (S5 A U R ] VR P R R SRR e

2 (config) #interface serial 0/0
2 (config-if) #ip address 172.17.0.2 255.255.0.0
2 (config-if) #clock rate 64000

2 (config-if) #no shutdown
2 (config-if) #exit
2 (config) #exit

ij—?é'l - Tt AeY1y DCE ;Fﬁf.'ﬂ%ﬁ};&gﬁ'ﬁ PR A1/ o iy IRA © Null 5

VI~ St I

ST (DTE fi DCE) - UTejseffl - 7 ripmwﬁwawﬂJ il clock rate 7 - Fribif
DTE r.jp HEHIES o Fﬂ“}ﬁﬂ JF"T@B[,;H Fﬂ Jno shutdown ‘FAF*‘JF fifn e Fﬂ Jshutdown%"TJﬁfuplo

HWER7: B "EJETE R2 R3[| /i FIAVEYR
a. #+ R2 fﬁﬁa’xj" show interfaces FAH'AJ o SRR T PRI -

R2#show interface serial 0/0

Serial0/0 is up, line protocol is up
Hardware is PowerQUICC Serial
Internet address is 172.17.0.2/16
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)

Last input 00:00:08, output 00:00:08, output hang never

Last clearing of "show interface" counters 00:04:54

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
3 packets input, 72 bytes, 0 no buffer

Received 3 broadcasts, 0 runts, 0 giants, 0 throttles

packets output, 933 bytes, 0 underruns

O O o oo

carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

b. % DI T e YR

Serial 0 Ry fEfL o AR T AR RL: o
SRR A B
i

P OSI - et ?

e PJ’?}%@EFE] © 1992-2007 Cisco Systems, Inc. fﬁl?{ﬂ"ﬁ]@ﬂj o A £ Cisco R

output errors, 0 collisions, 2 interface resets
output buffer failures, 0 output buffers swapped out

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
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c. k% Hﬁshow interface serial 0/0 &= 5% /7

_ﬂ

BT ng}{kﬁ"
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ffi™] ping FW THIFEEp - R R R3]/
Rl#ping 172.17.0.2

fi 1 ping 3 7

f§-R2 ping R1 ¥y Ao /1 o e
R2#ping 172.17.0.1

fi* {1 Ping 3 ?

PP R IFF}F IR S

DIt I i
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a.

b.

.
1=

C.

» PIlsd B AR

N o

W9 T

o

[JIE_IE”H:

(¢ R1 ping R2 B&H o5 /i o e
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1(config) #interface FastEthernet 0/0

(
1 (config-if) #ip address 172.16.0.1
1(config-if) #no shutdown

1(config-if) #fexit
1(config) #fexit

fi P17 k53 DTE A1 DCE « fil |3%¢

Féf,{Rl '—Fé

T R1 Fﬁ?‘ show interface

=#: Ethernet f

HER 10: 21
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Rl#show interface FastEthernet 0/0

23

L

o

FastEthernet0/0 is up,
Hardware is AmdFE,
Internet address is 172.16.0.1/16
MTU 1500 bytes, BW 100000 Kbit,

reliability 255/255,
Encapsulation ARPA,
Keepalive set (10 sec)
Auto-duplex, Auto Speed,
ARP type:
Last input never,
Last clearing of "show interface"
Input queue: 0/75/0/0
Queueing strategy: fifo
Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,

0

0 packets input, 0 bytes
Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,

0 watchdog

AT E | {‘J'?}%@ﬁﬁ] © 1992-2007 Cisco Systems, Inc. fﬁl?{ﬂ‘?ﬂ@ﬂj o 1 {F £ Cisco Py o

|"“felfii; * clock rate

ARPA, ARP Timeout 04:00:
output 00:00:18,

(size/max/drops/flushes) ;

255.255.0.0

a3

I

o

]

NI o

line protocol is up
address is 000c.3076.8460

(bia 000c.3076.8460)

DLY 100 usec,
txload 1/255,
loopback not set

rxload 1/255

100BaseTX/FX

00
output hang never
counters never
Total output drops:

packets/sec

0 packets/sec

0 throttles
0 ignored

0 giants,
0 overrun,

576 (H 13 1)
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0 input packets with dribble condition detected

52 packets output, 5737 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

52 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

. 2 DI A O S R -
FastEthernet 0 [ ?ﬁb L oEREINERL
SRR R
Pt
B OSI - 6t 2
c. Fift/ie show interface FastEthernet 0/0 & /7 T‘I?EFPEJ)F%}{J{FE ?

R 11 &+ R2 _F%if—_'r,l,"‘ ’éﬂﬁxFﬁE-é‘,ﬁE-[

B3R R R2 ¢ N A f°ﬁ*W¢*%ﬁ”%ww%wﬁfw%%%’
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2 (config) #interface FastEthernet 0/0

2 (config-if) #ip address 172.18.0.1 255.255.0.0
2 (config-if) #no shutdown

2 (config-if) #exit

2 (config) #exit

= ®u Ethernet /7 [ j) DTE AI DCE « el 1% “fifd * clock rate (4 -

WER12: BF I?TFJ R2 F—Fé SRR SRR
a. i+ R2 Fﬁ?‘ show interface FastEthernet 0/0 i FH o B YRR T Pl A o

R2#show interfaces FastEthernet 0/0

FastEthernet0/0 is up, line protocol 1is up
Hardware is AmdFE, address is 000c.3076.8460 (bia 000c.3076.8460)
Internet address is 172.16.0.1/16
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto Speed, 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:05, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog
0 input packets with dribble condition detected
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14 packets output, 1620 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

14 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

b. = pyi= «Egﬁ¢§W7ﬁ QE?EiTUpJ, ?ﬂ%}gxo

FastEthernet 0/0 fi;f<fizfL - o AU ERUPEAL | o
SRR A L «
Eiz

P& OSI P gt ?
c. ¥ift/fie show interfaces FastEthernet 0/0 &+ Fﬁi/ T IEL F’}{J‘ﬁ“

HER 13 'i_Pl‘Jl:[,n]E”%g PI%QF%'—L
riﬁ?@iﬂl‘fﬁlf“* ,'ﬂ[—ﬁé‘im—rﬁlﬁ UL ;ZU?T@*;F%L e

Rl#copy running-config startup-config
R2#copy running-config startup-config

B B R ijLEMJ‘:"f‘ [~ ETIE f : Flfszﬁf«FE reload j 17l
PRITERRCS EIPPIERER AR - YN E i - e EOPPED s = IR E il - B i s R
.v?svgmr%b

R 14 e R

‘J’F\"T E“?HF”/ @ﬁmﬁ N g7 show running-config i 4] SREb i E[F T F”F’?‘EJF%%—’

'j FTFU JF 55 shrun -

Rl#show running-config
R2#show running-config

R 1S SR SRR (2

a. - V> T ARG omd BIFR A FHSER H  r B > FE > iR
(Sk g Rt

b. SIHIEEED - {REE > R AR PC _FIF] pi
LR o f¢-PCL ping R B4 pNs ol o A /1 e

Rl#ping 172.16.0.1

[ g—

TR
l

Ng i) RS PCZEE 1 sl & A /1

—_
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c. f¥PC1ping R2 H&p i pughs ¢ Al /i o o
R2#ping 172.18.0.1
'F'J‘ZF\, ping 3] ?
d. YN B ﬁfﬁﬁgﬁui g ?‘, & Pk e .HI%EEJI%UJIL HiL o IR ErFT ping iﬁﬁwjf[ﬁ*ﬁ?l il
Zf 4& EE%?’B@TH-F{‘—L[HI AE‘LP o
WER16: (=) HIEHR]
f§-PC1 ping R #&F Rl & RS /7 (Sgﬁ%ﬁgﬂi-“,) .
C:\>ping 172.16.0.1
[ e g—
b. 7 PCLAU i 47 + f{i"] ping i ¢ PC1 (172.16.0.2) ¥ PC2 (172.18.0.2) Uil
il -
C:\>ping 172.18.0.2
[ p—
c. ffPC1ping T3] PC2 » FIPAL R1 i R2 Fi0 ¢ A3fR% - [1|B&F 14 R2 =4 gt R1 9™ f
B o PCL AR ping (i 7712 2] PC2 5 Ifflif= ,[Jé_ ST T[J[ﬂ‘% °

HER17: (&= %‘“L?F?Fif%‘lfllﬂﬁﬁ%‘q?lﬂl
a. foiffl PC VRIFESAs ping s » i 50— 'F LURN PF% % HA I?%Eﬁ} BE s E JF

ST A JL o

a.

¥

Rl (config) #ip route 0.
R2 (config) #ip route 0.

172.17.0.2

b Y™ A T Py B R R
0.
0. 172.17.0.1

0.0 0.0.0.0
0.0 0.0.0.0

C. R B TRy P R s
Rl (config) #ip route 172.18.0.0 255.255.0.0 172.17.0.2
R2 (config) #ip route 172.16.0.0 255.255.0.0 172.17.0.1
d. FrHER 16 [ISEY ping (' - U =5 ping ] -
e.

& ;J’F R FSTHIG0H ] show ip route (i ik Jﬁ)ﬁiﬂ}%glﬁ%‘? plﬁf‘fsﬁﬁ BEE o

Rl (config) #show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.17.0.2 to network 0.0.0.0

C 172.17.0.0/16 is directly connected, Serial0/0

C 172.16.0.0/16 is directly connected, FastEthernet0/0
S

S

172.18.0.0/16 [1/0] via 172.17.0.2
* 0.0.0.0/0 [1/0] via 172.17.0.2

FEP #%@Wﬂ©1%22w7amowamwmc#WWﬂ@ﬂ F 4% Cisco “HeYH o BT (HL13 1)
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R2 (config) #show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.17.0.1 to network 0.0.0.0
C 172.17.0.0/16 is directly connected, Serial0/0

S 172.16.0.0/16 [1/0] via 172.17.0.1
C
S

172.18.0.0/16 is directly connected, FastEthernet0/0
* 0.0.0.0/0 [1/0] wvia 172.17.0.1

%ﬂmﬁ%@mﬂ©1%ZQ%7G%OW$H%JMJR%%H@W°¢¢W%CHMFW§?“ FY10Fr (H 13 1)
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I ELEES B
a. fE° enable x& 7 F T -
Router>enable
b. TR MEE T it erase startup-configﬁbﬂfﬁjo
Router#erase startup-config
[Vl = BT PO Yl

Erasing the nvram filesystem will remove all files! Continue?
[confirm]

c. ¥ Enter ’p”gi?i °
Erase of nvram: complete
d. ?iﬁ@ﬁu‘?ﬁi?“T ’ﬁ‘ reload F'AH'QJ o
Router (config) #reload
&H%ﬁ?%giﬁﬁﬁ&igﬁ%ﬁ@:
System configuration has been modified.Save? [yes/no]:
e. &' n I Enter -
[pIVEs = B g e
Proceed with reload? [confirm]
f. # Enter ’p”g?& °
[FVEspo ey~ =L
Reload requested by console.
BAFR PR Y A PR
Would you like to enter the initial configuration dialog? [yes/no]:
g. %' n ¥ Enter -
&H%ﬁ?%iﬁﬁﬁﬁ&igﬁ%ﬁﬁz
Press RETURN to get started!

h. ¥ Enter -
SR OB P I R -

e {‘J'?}%@ﬁfﬁﬁ] © 1992-2007 Cisco Systems, Inc. fﬁl?{ﬂ‘?ﬂ@ﬂj o A [F 1% Cisco TR - FT11Fr (13 F1)
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T B ISP

BEH S AR
SEHUREIEE | e N R L OO T #2 AT #L AT #2
800 (806) Ethernet 0 (EO) Ethernet 1 (E1)
1600 Ethernet 0 (EO) Ethernet 1 (E1) Serial 0 (S0O) Serial 1 (S1)
1700 Fast Ethernet O Fast Ethernet 1 Serial 0 (S0) Serial 1 (S1)
(FAO) (FAL)
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FA0/0) (FAO/1) (S0/0/0) (S0/0/1)
2500 Ethernet 0 (EO) Ethernet 1 (E1) Serial 0 (S0) Serial 1 (S1)
2600 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0 (S0/0) | Serial 0/1 (S0/1)
(FA0/0) (FAO/1)

st /s

S 4 1 R
Ry O AR
i ?ﬁ?P}H'FWﬂ“fU%

=AU RIS o R %@ﬂﬁ%ﬁ'nﬁ“aﬁﬂmfl
o Py MR LR A R R
= B PORERAY ST (1
FRRER I Fas IOSF

{FFpuRs

R LR RORTE] o 1 sE
L[IF)_’F:*JFU%_L:TH oy

[ PR A

fiF Ha“”p :%’TF’%,'EJ U%u 1> 101 ISDN BRI
gl 7‘[*?*)/7@

[/} PIRVE e IR

F‘?E] Fk%@r?ﬁ] © 1992-2007 Cisco Systems, Inc. [5»&7 F‘?E]@ﬂj F ¥ [ 1% Cisco v o
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E"’??Etb SDM fv SDM BEphiEgEL £ 10S %ﬂ‘—
PPN T3 SDM Bl s phip i startup config - ﬁﬁﬁgi;[%? f HEF IS = SDM 7 T SE IF‘ﬁﬁf#—}—
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http://www.cisco.com/en/US/products/sw/secursw/ps5318/products quick start09186a0080511c89.h
tml#wp44788
1) FEEEEES Fa0/0 IP fhyk

lFM%L_ PC "] %ﬂﬁ%ﬁ?ﬁféﬁ SDM R [i /i [o1 - PC IV IP 'ﬂlwﬁr%ﬂw 10.10.10.2
255.255.255.248)
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Router (config)# interface Fa0/0
Router (config-if)# ip address 10.10.10.1 255.255.255.248
Router (config-if)# no shutdown

2) [ cisco 108 ﬁ?ﬁ??ﬂpaphﬁpj HTTP/HTTPS mﬁbéﬁ-
Router(conflg)#lp http server
Router (config) #ip http secure-server
Router (config) #ip http authentication local

ﬁﬂ ;@B«Lﬂ&[}mﬁ 15 (I:Esrﬂ ﬁ;@) UIFUH Jl“‘} | o

Router (config)# username <username> privilege 15 password 0 <password>
ﬂ% <username> =¥ <password> ?Vﬁ?@ﬁﬁﬁEW@EWWH@Eﬂif?ﬁﬁﬂﬁ%ﬁ%°

4) ¢%$“%ﬁl@5%‘&ﬁjﬂ 15 F¢E SSH Al Telnet :
Router(conflg)# line vty 0 4
Router (config-line)# privilege level 15
Router (config-line)# login local
Router (config-line)# transport input telnet
Router (config-line)# transport input telnet ssh
Router (config-line)# exit
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