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WERS: T i TR -
}{ij’ﬂ LA A ¢ [VF%“ £, CustomerSwitch :

Switch>enable
Switch#Config Terminal
Switch (config) #hostname CustomerSwitch

b. ’Fﬁ@ﬁwﬁf ﬂﬂ?%it" cisco :
CustomerSwitch(config) #enable password cisco
C. ﬁiﬁﬁ@iﬂ ffrfrﬁi?c"i[li'f,‘{'ff,‘ﬁ%r%%ﬂ ciscol23:
CustomerSwitch (config) #enable secret ciscol23
d. }-{ﬁ#}ﬁw [L{ﬁ,ﬁ%?@_ﬁ ciscol23 :

CustomerSwitch(config) #line console 0
CustomerSwitch(config-line) #password ciscol23

e I ISR " HAER S
CustomerSwitch(config-line) #login
f. R vty q“,ﬁ%?éﬁ ciscol23 :

CustomerSwitch(config-line)#line vty 0 15
CustomerSwitch(config-line) #password ciscol23

9. JH vty%it“q{?‘ﬁﬁ Fg,lgi? e
CustomerSw1tch(conflg—llne)#1ogin
CustomerSwitch (config-line) #end

W 4 F%é—_ VLAN 1 _I—FIGJ??,%{?E-I o

B 37 ZHREHS © FR P T -

CustomerSwitch>enable
CustomerSwitch#configure terminal

b. ™ VLAN1 FIJ}'E[%‘—Lﬁf

CustomerSwitch(config) #interface vlan 1

. Fﬂﬁﬁ,fﬁp?tm xﬂf\4aﬁ"€‘.ﬁiﬁﬁlvg[r%ra@ 7 1P fib §11 04 T 2 5 g

i TGk iﬁﬁ%{ﬁ-ﬁ%ﬁl [‘if o

CustomerSwitch(config-if) #ip address 192.168.1.5 255.255.255.0

CustomerSwitch(config) #ip default-gateway 192.168.1.1

(

CustomerSwitch (config-if) #exit
(
(

CustomerSwitch (config) #end

RS RO REIEEL -

a. ffg%g} 38 VLAN 1 FETEE [PIpY 1P AP 4= Host-A i IP rﬂbi [ﬂﬂ Eﬁ*ﬁ&a{ﬁ,[,ﬂl > ffi"'] show

running-configuration g7 ik Jﬁﬁﬁﬁfﬁ PPV IP H”LFF%JL

CustomerSwitch#show running-configuration
Building configuration...

Current configuration : 1283 bytes
1

version 12.2
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no service pad

hostname CustomerSwitch
1

enable secret 5 $1$XUe/$ch4WQ/SpcFCDd2igd9bda/

enable password cisco
1

.

interface FastEthernet0/1
1

*kk ?Fg—,]LLI',LI a’[]}]ﬁ *kk
1

interface FastEthernet0/24
1

interface Vlanl
ip address 192.168.1.5 255.255.255.0

no ip route-cache
1

ip default-gateway 192.168.1.1
ip http server

1

line con 0
password ciscol23
login

line vty 0 4
password ciscol23
login

line vty 5 15
password ciscol23
login

1

end
I Py R L
CustomerSwitch#copy running-configuration startup-configuration
#ER6: [1F] ping 1 Telnet 46 sHLspl i -
a. bl fi LA AL S L (0 4R CLI ping FEETIE FaO/O /i [ (FHERLE) 1P Bt
b ping fL %21 2
S = 71 RREL R - 15 Host-A ping Ll 1P ik«
d. ping RL 102

e. PR ping M > BRI AL - BT R L TR SRR -
éﬁ\wg{%gww e fif = ff & (A

f. 7 Host-A _FIHIf- J;cgn P AR telnet 4] 0 K RITCATCHITE VLAN 10 1P
fib 4 o

0. i TR 3 L vty S« A RUAL e 2

o

h., 728 47 ’ﬁﬁa’?J" show version FAH‘QJ o

CustomerSwitch>show version

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version
12.2(0.0.16)FX, CISCO

DEVELOPMENT TEST VERSION
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Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Tue 17-May-05 01:43 by yenanh

ROM: Bootstrap program is C2960 boot loader
BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M), Version 12.2 [lgian-
flo_pilsner 100]

Switch uptime is 3 days, 20 hours, 8 minutes
System returned to ROM by power-on
System image file is "flash:c2960-lanbase-mz.122-0.0.16.FX.bin"

cisco WS-C2960-24TC-L (PowerPC405) processor with 61440K/4088K bytes of
memory .

Processor board ID FHH0916001J

Last reset from power-on

Target IOS Version 12.2(25)FX

1 Virtual Ethernet interface

24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:0B:FC:FF:E8:80

Motherboard assembly number : 73-9832-02

Motherboard serial number : FHH0916001J

Motherboard revision number : 01

System serial number : FHH0916001J0

Hardware Board Revision Number : 0x01

Switch Ports Model SW Version SW Image
* 1 26 WS-C2960-24TC-L 12.2(0.0.16)FX C2960-
LANBASE-M

Configuration register is OxF

i P EERY Cisco IOS A £ L %) 2
o TR S TR quit IR Telnet 73 ¢
R T FE L B EV P MAC -

a. 7+ Windows Ff“?]ﬁdﬁ F5 7 > {fli®] ipconfig /all FDH"A iéf“é?géﬁj; KAy PC ﬁ“r[ﬁi'f. fi o pu sy 2 gt
fib o

Host-A :

Host-B :

Host-C :
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b. ?iﬁ@ﬁu‘?ﬁi?“?ﬁj\ FA™ @E'J show mac-address-table Ffﬂ?ﬁﬁﬁg T N E RS ETVE] R
MAC b1k

CustomerSwitch#show mac-address-table
Mac Address Table

Vlan Mac Address Type Ports
All 000b.be7f.ed40 STATIC CPU
All 0100.0ccc.cccc STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0100.0cdd.dddd STATIC CPU

1 000b.db04.a5cd DYNAMIC Fa0/1

1 000c.3076.8380 DYNAMIC Fa0/3

1 000d.1496.36ad DYNAMIC Fal0/4
Total Mac Addresses for this criterion: 7

c. — HE %P HEIRET -

d. iﬁ# MAC *1%;7&?2 B MAC T2
e. "] ? ZXifn mac-address-table il TR RHIEYE i flEhE

CustomerSwitch (config) #mac-address-table ?

address address keyword

aging-time aging-time keyword

count count keyword

dynamic dynamic entry type

interface interface keyword

multicast multicast info for selected wildcard
notification MAC notification parameters and history table
static static entry type

vlan VLAN keyword

| Output modifiers
<cr>

f. ?jtﬁ i A&v[ﬁm[m 21 0/4 35 F?frﬁf MAC A f-o [l [T H R 7 H[?EI%&F{U Host-B it - MAC -
XXXXYYYYZZZZEMW #H | o

CustomerSwitch (config) #mac-address-table static XXXX.YYYY.ZZZZ interface
fastethernet 0/4 vlan 1

g. E‘MAC'ﬂﬂ%q FI:

CustomerSwitch#show mac-address-table
Mac Address Table

Vlan Mac Address Type Ports
All 000b.be7f.ed40 STATIC CPU
All 0100.0ccc.cccc STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0100.0cdd.dddd STATIC CPU

1 000b.db04.a5cd DYNAMIC Fa0/1
1 000c.3076.8380 DYNAMIC Fa0/3
1 000d4.1496.36ad STATIC Fa0/4
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HAr A= H ) %D MAC f3-?
. SEE ) R PSR 2

RS UL AR R 2 1 -
a. il MR £ 04 1 PR R R 2 O -

CustomerSwitch#configure terminal
CustomerSwitch(config) #interface fastEthernet 0/4
CustomerSwitch(config-if) #switchport port-security ?

aging Port-security aging commands

mac-address Secure mac address

maximum Max secure addrs

violation Security Violation Mode

b. FEIe Bt IR FastEthernet 0/4 | IFEHE o~ [WEERT ﬁ%i/[ﬂ F%{L_{g_[j%iﬁhb:ﬁ

CustomerSwitch (config-if) #switchport mode access

CustomerSwitch (config-if) #switchport port-security

CustomerSwitch (config-if) #switchport port-security mac-address sticky
CustomerSwitch (config-if) #end

C. R 2 R

CustomerSw1tch#show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

d. SHfFI fa0/4 o = LI 2
e. A= RL2) ?

f, %ﬁﬁﬁ?&

=2 RN IR = T B

CustomerSwitch#show running-config
Building configuration...
Current configuration : 1452 bytes
version 12.2
hostname CustomerSwitch
|
interface FastEthernet0/1
|
interface FastEthernet0/2
|
interface FastEthernet0/3
|
interface FastEthernet0/4
switchport mode access
switchport port-security
switchport port-security mac-address sticky
|
interface FastEthernet0/5
|

*kk F‘E’TH IIT_.I Qﬁﬁ]ﬁ *kk
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mac-address-table static 000b.db04.a5cd vlan 1 interface

FastEthernet0/4
|

end

0. BRI IRAEFOGIR AL E i i o Bl 2 9 [0

HERO: }lﬁjﬂ— fi PCHFEIY = T -

a. #ifji] Host-B =" FastEthernet 0/4 131} » Sivisk] Host-C il [l s 19 Host-C jly 4 5 2 ¢
}z\éﬁ Ping & iy 4-192.168.1.5 i & — TPl o

b. Ft'%?“ PC ?LW‘E\E‘SV‘E‘.}* FITES 2 AT Yt

01:11:12: %$PM-4-ERR_DISABLE: psecure-violation error detected on Fal/4, putting

Fa0/4 in err-disable state

01:11:12: %$PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, cause
d by MAC address 000c.3076.8380 on port FastEthernet0/4.

01:11:13: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/4, chang
ed state to down

01:11:14: SLINK-3-UPDOWN: Interface FastEthernet0/4, changed state to down

C. Up b VARV sl 4 AR LR 4R 074 u%aﬂﬂ > TR R D
CustomerSwitch#show interface fastethernet 0/4
d. /PIFREERL e

FastEthernet0/4 % ) FEUER o

WRR10: TP
a. PRI 2 SRR - FURLRT no shutdown ji ) Eipei e .

CustomerSwitch(config) #interface fastEthernet 0/4
CustomerSwitch(config-if) #no shutdown

b. 3@* =] *éltmlgf_}}ftﬁk 0/4 = ESHI1EmI= ip;s&q\ S g]%@??éﬁ[%ﬁ[%ﬁtﬁ&;&“4 jﬁ Fﬁf’ﬂﬁfllﬂﬁﬂﬁp B T
Pl no shutdown F’AH’J ‘Hi.&lﬁl 1] IO ping (e [SU4F % ping # o HYH
ffli*'] ping 192.168.1.5 —n 200 f; ik (IF“F[ 1 ping ff e ugyEl (¢4 [Py 200 i) -

C. RIFEZHTELFE-

WRR 1L S RGP AT

a. *ﬁ;ﬁ&ﬁﬁﬂﬁ&%ﬁv FieE Auto-duplex (fIEY<T ) #[1 Auto-speed (fIEIgE ) « I[N — ’f 1%E£%] 100 Mbps

ﬁ‘m' EIJFF'J;:’TQ} ﬁrﬂgﬁﬁﬁftﬁ* ’ E']ng_ﬁftﬁ‘géﬁ IEE " = €57 100 Mbps 810 o P[IH) R~ «Fi%gﬁpgig_l
B 14 L i 44 10 Mbps H5 -

b. #h~ show interfaces F'AH T e Agon i Y Fao/1 A1 Fa0/5 ]a U IPA éJ 1% T E ‘[‘Jﬁ?Ll' T GiE=Y
Eaak X ﬁ[,UL B lﬁfﬁ_}%ﬁa&p@ ;ﬁ g@*#‘:ﬁ o] ﬂlﬁ}ggﬁ SIS %Jﬁpﬁﬁﬁ %L [Jﬁ;f[?

IR Fao/2
IR Fao/4
S IE Fao/s

FEP #%@Wﬂ©1%22w7amowamwmc#WWﬂ@ﬂ F 4% Cisco “HeYH o B8 (H 12 1)
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c. E%“*UEWJE%ﬁE%bﬁ@ e o T é%ﬁ%ﬁ$ﬂmﬁﬁﬁﬁﬁ”°&ﬁ
IFDH duplex #! speed H” ?Jjér%’;‘ ?[Iﬁ@?i F;HE[E A4\1{ﬁﬁl ﬁ}%fﬁﬁ 57
R BT A

Switch>enable

Switch#Config Terminal

Switch(config-if) #interface fastEthernet 0/5
Switch(config-if) #speed 10

Switch(config-if) #duplex half
Switch(config-if) #end

Switch#

d. F|-*#i7 show interfaces (] 1] * Fao/5 i pueET %prﬁ@% ERLI e ?

Lﬁ*‘ &
+ 10 Mbps #5L

P_

2
;{-

WER12: &l -
a. 7 exit A B R n gl Er f

Switch#exit
b K5 TR » BT ISR < BRI P s U
HER 13: Rl#
a. 7 Cisco iy I fol Feffll AL R R S Ty (Bl 2 UL e ?

b.  Cisco 10S fi il 1™ [P 7% 4 45 ping #2:2

C. P P 2

d. folffA el 2 SR SRV AR 2 i
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W E R T e
CCNA Discovery f[i™ 2Hrg Byl Fiet J?ﬁ}égﬂ\}g\gﬂ R F,' fflre] tﬂ“ R IR AL T fl]uﬁk/ EE L
O < ) SR T T R %ﬁwwﬁ4w31%ﬁé%ﬁ EﬁﬁFJﬂﬁmwmwT
I A -
a. 47 enable 411 3% RIS < JURUES i B class (F RIS S
GipE
Switch>enable

b. B VLAN BRI 3 vl -

Switch#delete flash:vlan.dat
Delete filename [vlan.dat]? [Enter]
Delete flash:vlan.dat? [confirm] [Enter]

[/p%,\lﬁifj VLAN ##i% > EJ[J%’?%;TRJ\JT?*F;L :
$Error deleting flash:vlan.dat (No such file or directory)
c. [(£NVRAM HJIY%‘T\TJ;\#?TQ*JF%-L@ o
Switch#erase startup-config
[V = B g YD
Erasing the nvram filesystem will remove all files!Continue? [confirm]
¥ Enter ’P'%Fj": o
ez ;R
Erase of nvram: complete
d. A VLAN FRFEL A I -
"] show vlan ﬁ{;ﬂ‘, HIERD kL ;\[ Efwri[se 1" VLAN 24 o I Vi VLAN SRl (*’ﬁﬁ)ﬁ,l
VLLAN‘l [i& /Q |J7F'% + EI[JU g}i ‘«H&ﬁgl%ﬂ {%‘E‘;l g\ ) o N |g[[“ reload Aai
IR b w I VLAN L il
3231' R e ™ @F' reload ik g;@?f JTL }z\éﬁ
e. [ji"] reload E{%ﬁl TR -
a3 IS T S EE e S RTES T e 8
?ﬂ—ﬁ@ﬁﬁﬁ?* ) ﬁEi?J‘ reload F'AH'AJ °
Switch(config) #reload
&H%ﬁ?gﬁiﬁﬁﬁﬁigﬁ%ﬁ@:
System configuration has been modified. Save? [yes/no]:
2) &' n 4 Enter e
[FIlEs = B g e
Proceed with reload? [confirm] [Enter]
FRRIVEITT- T

Reload requested by console.
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CHREF o
Would you like to enter the initial configuration dialog? [yes/no]:

3) &7 n 4 Enter -

&N%ﬁ?%ﬁiﬁﬁﬁ&igﬁ%ﬁﬁz

Press RETURN to get started! [Enter]

Wl gl 7 B
a. " enable i%"ﬁ@iﬂfﬁ%l}“ o
Router>enable
b. fjﬁ@ﬁﬁﬁ?“* ) ﬁE?J‘ erase startup-config FAJ'AJ o
Router#erase startup-config
[PV B O 2y,

Erasing the nvram filesystem will remove all files! Continue?
[confirm]

c. 1 Enter ’P'Tgf?: o
[lEsEs
Erase of nvram: complete
d. ?i’ifﬁ@i‘inf?%i?“* ’ﬁ‘ reload FAH'QJ °
Router (config) #reload
[FIVEs = B g e
System configuration has been modified.Save? [yes/no]:
e. &' n> JRxH Enter o
[FIVEs = B oA YD
Proceed with reload? [confirm]
f. Enter’ﬁg’?& °
[P BT S EL
Reload requested by console.
B AT
Would you like to enter the initial configuration dialog? [yes/no]:
g. 7 no ki Enter -
[V S Y
Press RETURN to get started!
h. # Enter -

R R SRR -

e {‘J'?}%@ﬁﬁ] © 1992-2007 Cisco Systems, Inc. fﬁl%ﬁﬂ"ﬁ]@ﬂj o A [F£% Cisco T HiEYH o BY1LEN (H 121
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1 SDM Pl igg kL% 10S f%“ ’?Y‘E{ﬁ SDM

YN T SDM ,E,plggfr—u[fﬁ 1" startup-config > E'IJ“',E'%"E“# ;P?f'gf h]}f » SDM jf_ g%?sf;‘w’ ETE

Elif,%{ YA F AT SDM FUR %F:F;Elﬁan 7214 SDM Quick Start Guide (SDM
g P
http://www.cisco.com/en/US/products/sw/secursw/ps5318/products quick start09186a0080511c¢89.h
tml#wp44788

1) FEEEN Fa0/0 IP A

lﬁf_tf PC A BB e ?Téﬁ SDM Hl Y « PC [iY IP r%fﬁfé?}4)g@

10.10.10.2 255.255.255.248)

R ZE1841 F,g SDM .ﬁl&zl BN J—“E%:E,[lg_g?ﬁ { Ulgi_}%fﬁ :’.;tfv SDM -

Router (config)# interface Fal0/0
Router (config-if)# ip address 10.10.10.1 255.255.255.248
Router (config-if)# no shutdown

2) JRIT)N cisco T0s i IR RV HTTR/HTTRS flfH -
Router(conflg)#lp http server
Router (config) #ip http secure-server
Router (config) #ip http authentication local

3) :ﬁj@[szE' 15 FIJ@F‘ J:U ()Fsrn _ﬁ,@)

Router (config)# username <username> privilege 15 password 0 <password>
ﬁ% <username> #| <password> ?Vf“ﬁ%yfgﬁjxﬁﬁgﬁiﬁ?ﬁﬁﬂﬁ%ﬁ%D

4) EVAFSE BRG] 15 L SsH I Telnet :
Router(conflg)# line vty 0 4
Router (config-line)# privilege level 15
Router (config-line)# login local
Router (config-line)# transport input telnet
Router (config-line)# transport input telnet ssh
Router (config-line)# exit

FEP Fk%@r?ﬁ] © 1992-2007 Cisco Systems, Inc. [&WF‘?E]@?H F 4% Cisco “HeYH o BY12 0 (H 121



