 Introduction

 IP Address & MAC Address

< TCP/UDP/ICMP

+ IP Gateway, Network Mask, TTL

% Routing Protocol

» Network Address Translation (NAT)

» Domain Name System (DNS)

< Dynamic Host Configuration Protoceo
/ Asymmetric Digital Subs Li

< HyperText Transfer Proto# TP

Protocol
“ Virtual Private Network (VPN)

L)

L)

o0

4

L)

)

o0

(DHCP)
SL)




3. TICP/UDP/ICMP

“*TCP (Transmission Control Protocol) :
= HHfH Connection Oriented (Igj’?i%i[r ) =-ZERYEnd-to-
End (Tx&,lm i"*f‘.}%l!,* e Process -to-Process(*
EL A E) Rellable [gata Delivery (F'| F,;ﬁ%ﬁﬁ UErR|E

=) °
*UDP (User Datagram Protocol) :

- AT ng(UnrellabIe)ﬂJ[ Eéj SIRERL L BEPE
YRRl A H 5?4“5@13’5[3‘1_—[] sy - PREIUDP 7=
E ElcngChecksum "] S ik

TEEEE IV J;[;{&ﬁrﬂ
*ICMP (Internet Control I\/Iessage Protocol)

= 2 IE&_‘&;LT%,EI%‘WF AR A ﬁﬁﬁ?ﬂgﬂyﬂ |’u~"f=IE|
Pl




“ Question:
= What is point-to-point connection?
= What is end-to-end connection?
= What is unicast / multicast / broadcast?
= What is multiplexing?

- "
g 1] |
N | ! < 3




#ih 1

®

m Eﬁ;ﬁ&ﬁ( point-to-point ) : @l}%’ﬁ'ﬁ({“ SEBELY

" SERGEEAR(End-to-End) © [ E AFLEI SRR R ATEED

T \.1
-\.,I
| netwark 1 network 2 )—é’;:nrka ! l
l‘ﬁ\ Hﬂut&r Foutei
At




% 2 (EfEEsS)

<+ Unicast (Fﬁ%ﬁﬂ'ﬁlﬁ)
“ Multicast (F5%)

“*Broadcast (’?ﬁfz’ﬁ)




%3 (%= :Multiplexing)

A
(Time-Division Multiplexing, TDM)
(Frequency-Division Multiplexing,
FDM)

mubltip kexing——"
’,Fd;:ped packets




| IE / Netscape | HTTP |
Metwork MNetwork
Data Link Data Link
Physical »  Physical
............................. W .I.'.I.i.E'H.'E..l.'.E.':FE.E'EE. Eﬂ‘.?.'....ﬁ!.':'.ﬂ!ﬁ.ﬂﬁ!‘.‘.ﬂﬂ.
FTP | Netscape|  getif FTR [ HTTP || Shme |
1055TCP|[1037/TCP|[1835/UDP 21/TCP

SN\ //

A

|1EHUDP! o

MNetwork MNetwork
Data Link Data Link |
Fhysical — e e Physical

With Transport layer -multi-tasking
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User User User User ' apolicatio
: Process| | Process| |Process| | Process| | “PPUcation
s e  ——— T " m———
i i i il
( Socket Interface ') Socket
A z, fv. 7.
e oo
TCF UDP
R Y. SRR .
___________ v N Y N
ICMP ]< IP 1(: §
__________________________________ ﬁﬂm
----------------------------- I:I --;“-j.il.---------------------------’-’--'—'—-i
ardware
ARP__ [ '\nertace |
_________________________________ y ep—
X
D Network Media )
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3.1 UDP 't

% EHHFTRFC 768 (User Datagram Protocol)
00%4:5 ’_émj%@ L%‘;HJ r-f‘ﬁ:;{zlﬂgﬁ J,\gg—&ﬁﬁ{%ﬁrﬂ_& g—k

E;\F\[:E[ Iﬂjr‘gﬁlj = 5

o R TGERL ToRL G B IS B R LG BLET ST F )92

T ] Iﬂ&ﬁf [ECE A
o0 = 9 [ J B AT %!‘?ﬁ%’«‘[zﬁ‘ .4 (Data Loss)

l&iﬁwTﬁli};(P cket LosS) fLUisr [FHE Hi |
UDP e B E T (B f’ﬂﬂ'*eti"
VoIP ~ MSN i1 [ 378 i




3.1.2 £i5(Port Number)

%2~ (Multitasking
Applications Applications
VoD image
telnet VoD(Video cnDemand)
F{P ‘ @hh TFTF' ‘ ViolP audin
Use different p'nn numberftﬂ

Use different p::-rt number tﬂ
d|st|r‘|gmsh different appllcahﬂns dlstmgmah different appllcahnns
Port O - 55535 Port 0 - 85535 | i

NIV N/

TCP UDP

IGMP IP ICMP

ARP R R RARP
Interface Card

B= 7 o= 42 7 fEport number ik §
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B[R] —

Audio: Port 4334 Daatination Port numbesr 3334
Videot Port 4336 Soures Porl numbar 4334
IF 422.441.1.% Dostination IP 112.111.1.1

Desdnation Fort number 3335
“/ Source Port number 4335
Daadnation P 112.11.1.1
| [ | —

=k s packetyd EiA- £

ol _-.;r- o

Routar Router

[ ] Audio Packet

] Ues differant port
[ video Packet numbsars to distingulsh

The destination IP of these different applicetions \‘

packets is the same, but the
port numbers are different. Audio: Port 3334
Videm Port 3336
P 1M2.iN.1.9

¥ideo Conferance

12



3.1.2 UDPEyR/f& =

0 1516 3

16-bit source port number 16-bit destination port number
16-hit UDP length 16-bit UDP checksum

Data

B~ * Ethereal #1833 thd & P

13



=M

< Source Port :
m g[;,u\’;ﬁﬁfj;ﬁ%gr’j, ’ 7\ fEBE'JEﬁf'E%T
“»Destination Port:
= A lﬁnﬁ Datagram ;=23 fi & /Port
“UDP Length:
= '] 3ERk R gy Datagram pu= épﬁf‘ FHPEAIEY
| (min: 8 bytes, i.e. only UDP header) -

<+ UDP Checksum : 4* '!
ader DP

" JKf UDP [y Pseudo Header »
i~ DatafNERE JE$>F[JJ[I§“F;I‘[/ fe > V= fVKEr T B2V 16
bitfiu— kg + LJFLIE?]DF' e IR 0 TR
e et F‘*El«f e o

14



0 78 1516 23 24 31

Source Address _‘
— UDP Pseudo
Destination Address Header

00000000 Protocol

16-bit source port number 16-bit destination port number

16-bit UDP checksum | YPP

Datagram
Data J
JERT R E(Pseudo) » RLPNELE FIFY SourceIP Address *gaestmatm

IP Address NS UDP R el 1P ﬁc{JH[ (El e ,w@@ﬁjgﬁ
o A= ;ﬁ%ﬁﬁfqﬁjﬁ[ﬁj%qP A Jigpbgﬁvh & o SR o IFRPERL T
AL PR S pY -

15



UDP Pseudo Header— i H[EH

+UDP Pseudo Header :
}Hﬁm IP header - UDP header¥, 7% & F’*E‘y ([t
header
+UDP Datagram pys—*~=<"% :
- . 65535 — 20(IP header) — 8(UDP header) =
65207 Bytes
= — & socket = Hf & F VAR EEL (Buffer) & JBBLfﬁU

8192 Bytes) o
= K= gkl EffEBE'J UDPEIQ&E}#%%{/D
TFTP ~ SNMP = %/t Datagram® ‘| [=Uf

Bytes

2

16



153.18.8.105
17121410
Alles |17 | 15
1087 13
15 AllOs
1 E S T
T m

10011001 00010010
00001000 01101001

10101011 00000010
00001110 00001010

00000000 00010001
Q0000000 00001111
00000100 00111111
00000000
00000000 00001111
00000000 00000000
01010100
01010011

01001001 01001110 —=
01000111 00000000 —

[
[
E
(
E
[
01

010

0001101

I10bo1ul

UL010 ——=

10010110 11101011 =
01101001 0010100 —>

153.18

8.105

171.2

[4.10

Oand 17

15

[087

13

15

0 (checksum)
Tand E
Sand T
[and N

G and 0 (padding)

S
Checksum
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3.2 TCP 3zt

+ E&HHFS RFC 793 (Transmission Control
Protocol )

= H{# Connection Oriented (ﬁqﬁtﬁiff ) -2 AY End-to-
End ([ @éﬁi‘ +ﬁ‘ Process-to-Process (FHH-%f
Y eliable Data very(p ir[ﬂ?ﬂigﬁv[ﬁl_ 0
“TCPHEHT™ = [WE 4 Thp-
o Reliability : ii ’iF’/Packet Loss » (=
arProcess (| e. FIwr L—FE: 2 AN
(p it ?ﬂﬂ‘*i‘ﬁ"'ﬁﬁ TR
= Multiplexing * 5T [ ierJPort IR T
[N ERe: Pfgﬁ iﬂ AR > JIFTP S Telnet ) HTTP =
= Flow Control p& Congestion Avoidance and Control :

ﬁt—if}[fh[ I;I?IF[&}%‘H;WP* —Ei ’ i [E[?E—[—ﬁ ;‘T} IJI ﬁ“EJ

18




0 1516 31
16 bits Source Port Number 16 bits Destination Port Number

32 bits Sequence Number

32 bits Acknowledgment Number

RIS |F
SIY | 16 bits Window Size
T(N|N

U|A
loncth | Reserved |R|C
G|K

=
S
H

16 bits Checksum 16 bits Urgent Pointer

Option Padding

Data
B+ Ethereal #8303 3 p?

19




TCP Header

<+ Source Port & Destination Port : ii’ﬁfﬁ
ZEE AV '@%iﬁi%ﬂ%
NSequence Number : Z.5 PR Ry FVELF] T
AR ERBRf j%*i[sﬂf‘ (A5 ,{E'F"#ﬂﬁk
**Acknowledgment Number : ZF>¥ .ﬂl’
TRISFE PP *"Ji_[rll%ulqsr‘fUﬁ &y

+Header Length : TCP_H wrgmi

<+ Reserved : ﬁﬁi‘?ﬁ A [l

20



TCP Header(Cont.)

*Window Size : @F'JJE’W,LEE [j ﬁ:j%‘q'sr
PRI | () 8 7 A T

+Checksum : FFE E?E[]zf}%ﬁr%

<+ Urgent Pointer : ; J]f‘F',?[@ - URG flagti1
el LTS

<+ Options : L*g?ﬁ[?&ﬁﬁéﬁﬁ-ﬁflr emﬁjr e VI
BATRERY

<+ Padding : {fiheader

21



TCP flag

* TCP FRSHIE|~ LV > 20 253 5b 8 T [
FI\J;[Jnrg(State) il TCP Headerﬁgﬁ

i flag 7 4 (=

Abbr. Name Explanation

IIRERE > R
ACK Acknowledge | To verify Acknowledgement Number | «i¢)% |~ (R

SYN Synchronize To synchronize Sequence Number S ot R SRAE

FIN Finish To finish sending data S| Z[[ =473 [+
RST Reset To reset connection E’l?xﬁlﬁ

PSH Push To send data out e s YE A

=

URG | Urgent Pointer| B35

22



TCP Ui

= [F'IJ"'&\%( three-way handshaking)

Client Server
FE:=SYN Flag=SYN
E{:'F\j ” %(SEQ) E?' 1 OO ” ’;p‘:j” SYN
SR g o Flag=SYN, ACK | ¥3:2SYN
JEESYN™ [fil -5 BERR(SEQ) £5200
AL IR [V EBFAR(ACK) £5100+1
[FVESHEAR(ACK) £5201 Flag=ACK

B R(SEQ) £1101

[P = s

EiSSacay ol

23



SYN Flooding

“SYN Floodingil&5%TCP= [f, |7V Y- FE
DOS (Denial of Service) / DDOS
(Distributed Denial of Service)p I¥E4+

— Rwait fill timeoul
_ piabout 30 secs
- — . » 2 Ming
Mo ——e
A )

Mormal 2-way .handshaking Abnormal 3-way handshaking
24




SYN Flooding (DOS)

+Q: TCP

%!*EJ: qﬁlfﬂl,

RS - SYN .&i’]ﬁf“ﬂﬁgfﬁ&}ﬁh&\

L

JIJqE‘%E Nk S
E I*F'p JACKﬁy-\v iy (F)ﬁ
kﬁ el 3Ry 8
l_SYN +A
=\ Y:LHT‘WF%’?'VF'

N Timeout: -
BrER (a9t 30*’1/-271
E lﬁ' T (S

IR
ll—&i:*‘fﬁ"l'[

FIJ:{‘ | 3

s

H

4

dil&d; r—ﬁw‘
ENES

SYN+AC K’;:%ﬁy?i/ %
EHE
/\FIJ)- l, J) ™, ({71& iS

- [ e
2 YR -

B 21
:ﬁgi

LH
s i LER
EAGBE::
é?J.%Z%E

1
U

A

= i

25



& FE f;%T]E'H f szgﬁct 13
= Bl :{fr SYN Timeoutf: ] HJE"SYN Flood S Hipy
ST (I R S N#IELEF 1[i=SYN
?E@Uﬁ ; NTlme ut’ | gk jﬁg VTUSYN
D 2 U EL [ﬁ?ﬁﬁr\b IS ggclv%%yﬁ , ﬁj{/l
thOﬁ,I ;W%@j}ﬁp JSYN Timeout 18 'F'JF lﬁsﬁ‘ ELEJ
D o T O (G Mal
= B J;Ermiﬂ%HSY Cookie > HiFplL fﬁ?j%“ [%’pu
P 4155 Ji—"#Cookie > lgg@ Eﬁg[ IELTJ%WE Er i
FIFISYNEY - i tplav® ( o «mﬂlﬁl sty

pJ Tty nﬂ%&h ﬁf’ Fg\

B g Jm\ S5 (o] et R E
AEHSYN Tim o utfE; i E S N
™ 3> SYN C ok|e ;ﬁa ol Ll 1
i I '“IP f/JDFA“’S%ﬁ?f' | B L/?P w;;a’i@ 32SYN
Y Eﬁﬂ HISOCK_RA Ei&clsrﬁzIPﬁw F1p~
sy JF”I'-HE | TR R, E F BY o
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TCP [/ SEssisa i

S HET TCP £y =

& (Full-duplex) Eixﬁﬁ*ﬂ'
T ﬁlﬂ 21/ 3Hi g—&?ﬂp MBIk ;L_ﬁa\?ﬁd A
..ypg\l FUE | BT

;T:L’:F]J HiuF s U EsHalf-Close

7+ Half-Close I’ ;3 r!? fl1=" > TCP IF“{F;I?]\%

= {6 [P

nﬁs}"h’?ﬁd

5 W
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Client Server
FIN

ACK of FIN
FIN QU '

Connection Terminated

28



[+ sSource Destination | Protocol Infi

T 182168.01 [192168.02 TCP 32784 = 9999 [3YN] Seq=214208937 Ack=0'Win=5840 Len=0

2 182168.02 [192168.01 TCP 9989 = 32734 [3YN ACK] Seq=1256563809 Ack=514208938 Win=5792 Len=0
3 182168.01 [192168.02 TCP 32784 = 94999 [ACK] Seq=514208938 Ack=1256563306 Win=5840 Len=0

4 182168.01 [192168.02 TCP 32784 = 4999 [PSH ACK] Seg=514208938 Ack=1240563806 Win=2340 Len=13
5 182168.02 [192168.01 TCP 9989 = 32734 [ACK] Seq=1256563806 Ack=514208951 Win=4742 Len=0

i 182168.02 [192168.01 TCP 9999 = 32734 [PSHACK] Seg=1296563806 Ack=A14208991 Win=5732 Len=12
7 182168.01 [192168.02 TCP 32784 = 94999 [ACK] Seq=514208951 Ack=1256563818 Win=5840 Len=0

g 182168.02 [192168.01 TCP 9989 = 32734 [FIMN ACK] Seo=12565638318 Ack=514208951 Win=57492 Len=0

9 182168.01 [192168.02 TCP 32784 = 9999 [FIM ACK] Seo=214208941 Ack=1256563818 Win=5340 Len=0
10 182168.0.2 192168.01 TCP 9989 = 32734 [ACK] Seq=1256563819 Ack=514208952 Win=4742 Len=0

¥ s

B EFT % A3 RATCPLZ M2 ¢ i &

29



Active Open
Create TCB and SYN
Closed
) - Clyse
A Delet¢ TCB
Passivg OPEN Clgse
Creatg TCB Delet¢ TCB
Listen
A 4
N . a2
Receive SYN SEND
send SYN L ACK send SYN
SYN P Receive SYN SYN
Received D Send ACK Sent
. Receive SYN,ACK
) g A 4 Send ACK L

Established
Clgse
Sendl FIn
i
h Close
FIN WAIT 1 N Close Wait
Receive FIN
) Send AC
Receive ACK of FIN Sg'\ Slfln
FIN WAIT 2 Closing Last ACK

Receive ACK of FIN SO R |

A 4

—

ST ACK Time Wait DolctcTCE ~ Closed J

Z




TCB: Transmission Control Block

TCB : Transmission
Control Block

. Active open
Server Side [ Closed I Create TCBE and SYN

Paﬁsiue:DF*EH Client 1
Create TCB
Server2 |
Listen ]
Server 3
Receive SYN fiClientijjjSendH!
send SYMN ACK [ AC H,._E_:‘Ir{’jk RIS v
SYN (g [ SYN
Received Sent
Receive ACK Receive SYN, ACK
of SYN send ACK
Server5 Clientd
[Estahilﬁ he:l] Client Side

31



Client Side

Server Side

Client initiates a connection to
server

Server listens on & fixed port

Client sends SYN to server and
then transit to SYN Sent state

Server receives SYM and than
sends SYN/ACK to client, and
transit to SYN Received state

Client receives SYN/ACK and
then sends ACK to server, and
transit to Established state

Client connection is established

Server receives ACK (respoise)
of 5% N and then transit to

Established state

Server connection is EST.E.bHEhEdJ

32



TCP Connection State Diagram (v

Disconnection Establish

oo [l—"‘*F‘ —L,I‘L,Er%ﬁf
= Established -> FIN WAIT 1 -> FIN WAIT 2 ->
Time_Wait -> Closed

bl *‘j“F“%Jﬁf
= Established -> CLOSE_WAIT -> LAST_ACK ->
Closed

..;lﬂ# i Eaj‘ﬁﬁﬁf

: Establlshed > FIN. WAIT_1538i88ing -> i ait
-> Closed | |

33



Received

SYN

Close / Send FIN l

N\

>

Established

g 1 | | -3 2

Receive FIN / Send ACK

Close / Send FIN

<

FIN WAIT 1

(

3

A

FIN WAIT 2

Receive FIN / Send ACK

Receive ACK of FIN

[ Close Wait

Receive FIN / Send ACK 7 -2 4
Close /lSend FIN

Closing Last ACK

Receiv

Time Wait

A 5 >

MSL : Maximum Segment Lifetimes

34



SYN Established
Received
| 7-#%1 A 2
Close / Send FIN Receive FIN / Send ACK
. Close/ Send (
FIN WAIT 1 [ Close Wait
P Receive FIN [ Send ACK Fib 4
4 ReceiveIACK of FIN Close /|Send FIN
FIN WAIT 2 Closing Last ACK

>

|

Receive ACK of FIN Receiv

Receive FIN / Send ACK

. _ Timeout=2MSL
F-z: 5 > Time Wait

Closed

MSL : Maximum Segment Lifetimes

35



SYN Established
Received
| 5 ]
Close / Send FIN Receive FIN / Send ACK
. Close / Send FIN (
FIN WAIT 1 3 2 Close Wait
Receive FIN A Send ACK
Receive ACK of FIN Close /lSend FIN
FIN WAIT 2 Last ACK

Receive FIN / Send ACK

Closing
1

CE
Receive ACK of FIN

Y

Receive ACK of FIN

Client 5 ~

f _ _ ]Timeout = 2MSL[
1 Time Wait J,Um CB :L Closed
53 3 4

MSL : Maximum Segment Lifetimes
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TCP 7 v

“Checksum : fE{i Packet &

+Sequence Number : *[{ji&f Packet [
iz
FIE

<+ Positive Acknowledgment (ACK) :
Packet Loss}) ﬁﬁmgl B o
*Window Size : [":ﬁu_%}i'ﬁjﬂ(Flow Control)

W

37



< Checksum EEla:H;n\Packet I (plPseudo Header -
TCP Header=Data - &=} Ejrﬁ v[lﬁg%qﬁjﬁﬁ%
H==Checksum T[] - E”)LDA H&HTCP Packet &=
%ﬁ@ﬁ%?@)

< Sequence Number : "'[{1&{ Packet [~ (J ([
Packet] «’fi i PSequencP Number - Z/DIF“? HITEL
Packet Ei5 “”Efﬁ VTR

< Positive Acknowledgment (ACK) : Packet Loss
ﬁ&ﬁﬁﬁ P
< Window Slze (e Bl 3
F Uﬁr Server ‘/Cllent
|Eill_ i53 } YA acketﬁl - rf'
1L JSW|tch/Router = [ﬂ
AR BLD| ’%“/Pack I
Jﬁil—_— Packet%ﬁ AR ACK? [HiR Packet f}[
[Fﬂt%ﬁw I O i/[lﬁl [#\fiﬂ”tzStop -and-Go Ii
(Autometlc Repeat Request) -

38



TCP |75 Epvp gul® — Checksu

“JMHUDP > TCP pv Checksum ~xLfli
Pseudo Header - TCP Header=Data -
if.l—*[‘ET"l (H

YN IEE BN =" Checksum T [l ﬁ)“:ﬁ
?EEE@TCP Packet 3 JEIﬂ‘[ﬁJi—iiﬁ:[ (Ef

B 0F % 4.1 v #&IP checksum 2 TCP checksum

39



TCP i3 LY

il

‘F‘IJ
— Sequence Number

{#H TCP #EfF3E Packet
140.11.1.2 EEMF— P EEEEE i
B FSequence Humber
: {H2 3% Sequence Number
| Wﬂmﬁﬁequence
| — umber
W i e
ac
PC | ] ENF—rEPEEERERD
0|

I
A

Router | W -
.' Ruuter.'
/' |:| I 140.10.1.1
EHRREHETY Packet T[H# Router :

KEASAHARSEG Drop M Loss N

40



TCP SE[F s VT fuft

— Window Size £l

/mﬁ he windows size
ck becomes sinaller, the

Tansmissicn periormancs
will be decressed. >

Howenes, it could reduce
e workload of recsiver.

B~ TCP v E #24)

41



3.3 ICMP L

AN RFC 792 (Internet Control
Message Protocol)
o R R SRR B
i SR
ujgé%ﬁi FEIJV:"g_LfF | e F 'EM :L_:L__‘&f‘c; iE l[ﬂlé@l_-l-ﬂj
+ICMP iﬁflﬁli FRLP | Datagram ‘L[ fsﬁ
R £
ICMP g’rﬁfuu IS R
SLEL o
X ?AFIF’%J Y 4% fi Fragmentatlon ¥ - ICMP
F,\'rl{‘fl_n) i Fragmentation Fmé;ﬁ%%

E;L
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ICMP # .|

. »
‘0’ ?—Q ,FL\_J\

" TOS {5 0 Protocol AR b tr‘
* ICMP LRI KT

0

T8 1518 2324

FERL IR RVERE T Rl & > H ﬂff

41

&-bit type

Sbitcode | 18-bil checksumy

{contents depends on type and code)

e Type:
* Code FI™™ FIfiuH[s 5 E'Uil*‘
(pp. 3-20~3-21

ICMP 54 EL i

lﬁg*ﬁﬂﬁ M'

. Checksum VR R HITRLATIP Checksum AHF]

%+ http://lwww.iana.org/assignments/icmp-parameters

et

iy

B *% Ethereal 3,23
43




ICMP &Y |— ping

> F|H | ICMP FE Y Type 0 A1 8( Echo
Reply/Request )

*WEH P SRR R AL
FES S RAL Y £ T ping P

5 W

44



Type 0/8 : Echo Reply/Request

< Echo Reply [E[HlF. v Identifier !
Sequence Number ﬁﬂlq'f:ﬁu Echo
Request Emﬁl[ﬁj o

0 78 1516 2324 31
Type Code Checksum
Identifier Sequence Number

ICMP Echo Reply/Request Datagram

ICMP Request
Identifier, Sequence Humber

m/\.%ﬁ .....

Host A Host B
ICMP Reply

Identifier, Sequence Humber




- [FpingJl~ R

1. 192.168.0.80 ¥} 192.168.0.10 #&H, ICMP Type 8 Requset Packet

EHFrame 8 (74 bytes on wire, 74 hbytes captured)
M Ethernet II, Src: Q0:40:Fd:4c:1d:ebh, Dst: 00z
M Internet Protocol, Src adde: 192.168.0.80 (15,
B Internet Control Message Protoco]
pe: 8 (Echo (ping) reguest
: 0
Checksum: Oxd6
Identifier:
sequence number
Data (32 hytes)

correct’)

2. 192.168.0.80 ¥} 192.168.0.10 #H: ICMP Type 8 Requset Packet

E Frame 9 (74 hytes d 74 hytes captured)

M Ethernet II, sSrc: QO:ed:4cd00:00:36, Dst: RS
M Internet Protocol, |5rc addr: 192.1658.0.10 (15;
B Internet Comtrol Massage Priotocol

<EEEEE:E:(ECHD (pfﬂgj rep?f?:>

Checksum: Oxde5y E-:Dr"r"e-:ij

Identifier: (m)

Sequence number:
Data (32 hytes)

46



ICMP 'Y |— traceroute

< F["] IP Packet fiv TTL 1 J3& = HEAHEE
Packet »Z3igfHfERe &
= router frf?} IP Packet [V TTLAR A £ 0 ff 5> [l
ICMP Type 11 Time-to-Live Exceed ?*/E'\EWTWFF
o P (5 P
" 32 UDP Ff 805 TTL = 0 [f[iV B
= ;3= ICMP Echo Request £ &/ iﬁfﬂlﬁ TIL=0 [Fll:__l%pfjﬁkﬂ;d

|
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traceroute# = ]

# traceroute 168.95.1.1

traceroute to 168.95.1.1 (168.95.1.1), 30 hops max, 38 byte packets

1 61-218-177-193.HINET-IP.hinet.net (61.218.177.193) 0.917 ms 0.885 ms 0.844 ms
2 10.218.177.254 (10.218.177.254) 32.017 ms 34.033 ms 33.376 ms

3 tc-c6rl.router.hinet.net (168.95.144.202) 31.748 ms 32.338 ms 31.771 ms

4 tc-b-cl12rl.router.hinet.net (168.95.254.129) 31.740 ms 32.338 ms 32.927 ms

5 210.65.2.22 (210.65.2.22) 36.282 ms 35.720 ms 35.018 ms

6 tp-s2-c6r9.router.hinet.net (211.22.35.1) 33.380 ms 34.851 ms 35.006.ms

7 tp-b-c6r2.router.hinet.net (168.95.1.61) 33.369 ms 33.94Qims 33.887°'MS
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R B ST [ &

51— [ Packet v TTL I%t 1> =yEss

51— [ Router . 61.218.177.193 > ¥[¥
Z] Packet & TTL ¥& 1 (@55 0)

51 61.218.177. 193 =— [ ICMP Time
Exceed Packet 5 mf, 61.218.177.202

-Ei’1 218.177. ‘193

Decrementing the packet's TTL by 1 will
results in TTL =
The gateway wnll ssnd a time-exceeded

pac:ket ban:k to the sender of the packet.

-E’1 218.177. E'L'.IE
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traceroute” packet j. qa'

& i Packet iy TTL ﬁg‘:\lﬂp s EIE[EE

168.95.1.1

y

N

II’{..-"'_

ICMP Echo Response
or UDP Response

168.95.1.1  )€rmrororormomommmmmemenes

-

ICMPTTL
RVR RV

211.22.35.1 |

A

,f'

210.65.2.22

A

168.95.254. 1'25'r

.l"'l. 1 |

168.95. 144 EGE

—1s

Exceed TTL

>( 61.218.177.202

123*‘455?

- -
-------
----------
------------
--------------
-----------------
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7 ig_l,%a%i%'-[r'q(Connection-less orie

UDP dosan't quarantes wihather paciost
tranemiasion |e euceesaful In proper eequUencs

Yideo Confers m:u @
Routar Routar

* Duato the Intemest trafTic Jam, pl:tu loss might n:nurl - * !] K?

D ata might be dropped by Router or other network desice
on the backbones.

It s not necassary to retranemit the sudio and siden ¥ideo Conference

* data f usars may not mind soms minor Imags lossas.
s
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(o]

Help

File Edit Capture Display Tools

Dlestination Protocol |Info

Q000000 00 30tc/8l48:00 FRiFFiffiffiffoft ARF Who has 192,168.0.2Y Tell 132,168.0.1

0000123 00330581147 :F7 O0:a03c7:81:48:60 ARP 132,1658,0,2 iz at 00:303c7:81:47:F7
2 0, 000151 192,188 i ) IDIP s 22769 Dlestination port: 90490

Frame 3 {47 bytes on wire, 47 bytes captured?

Ethernet II. Srci O0:303c7:81:48:60, Dsti 00:30:cyi81l:47:fY

Internet Protocol. Sec Adde: 192,168,0,1 (132,168,0,1%, Dst Adde: 192,168,0,2 {192,168,0,23
& [lzer Dlatagram Protocol, Src Port: 227

Source port: Z2FE3 (327EDD
Destination port: 9030 {90903
Length: 13

Checksum: Oxb¥Z2a (correct)

Data 5 bytes} “.-:'r
[ ]
o
oo 00 30 oF 81 47 F7 00 30 oF 81 48 6O 08 00 45 00 L0, ,G,.0 L H™LE. i
oo oo 21 00 0o 40 00 40 11 B3 78 o0 a8 00 01 o0 a8 1L LB R, ¥ .e.es
0O20 00 02 S S 45 E5 Bc Bo BF .. KK H=110

Filter: I .,{i Rezet| Apply Fser‘ Datagram Protocol {Udp}h%h"ﬂ&fa
RV
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Ya, .| Time Source

lestination

Irotaocal

Infa

1 0,000000 00:30:cf+81+48:60 FFeffiffffeffeff  ARP
2 0000127 00:30:cf1B1ed7:f7 00:300c7:01:48:60 ARP
3 0,000147 192,168,0,1

192,168,0,2

132,168,0,1
132,168,0,2

4 0,000381 132,168,0,2
ho0,000455 192,1F8,0,1

~

TCR
TCP

Who has 132,168,0,27 Tell 192,168,0,1
132,168,0,2 is at 003303c7181147F7
22885 » 23 [5YN, ECN, CWR] 5eq=0342170E4E Ack=0 Win=hB40 Len=0

23 » 32833 [3YN, ACK, ECN] 3eq=3147531265 Ack=2942178647 Win=5792
32883 > 23 [ACK] Seq=2342178647 Ack=2147591266 Win=5840 Len=0

Frame 3 (74 bytes on wire, 74 bytes captured:

[ Ethernet 11, Srct 00:30:c7:81:48:60, Dsty 00:30:c7:81:471F7
Internet Protocol, Src Addey 132,168,0,1 (132,168,0,1), Dst Addr: 192,168,0.2 (132,168.,0,2)

B Transmizzion Control Protocol
Source portt 32883 (32849
lestination port: 23 {23}
Sequence number: 2342173646
Header length: 40 bytes

Flage: Ow00c2 (SYM, ECM, CWRE)
Mindow zized HE40
Checkszum? 0x3fbf {correct)
Options: $20 bytes)

. Src Part: 3

, D=t Paort: 2

2 2942178646 Ack: O, Len

= |
nooG 00 30 c7 81 47 £7 00 30 o7 81 48 60 08 00 45 10 ,0,.G,.0 . HLE,

Nodo 00 3c 3c 86 40 00 40 06 Fo d2 ob & 00 01 o0 aB LSLELE, Laasiies

020 i > 15 56 0 d |, RrSReu PRt

[:I[:ISCI ++?+++++ +++++++I-I

(040 ;

1
RN Y)

-_——— =
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TCP ! 45

S [ FEE f::lj * (Stop-and-Wait)
o:oﬁpJ*F'LTJ\'J‘ (Window Size)
*t*iﬁ'aﬁ;ﬁ*plffi,ﬂak (Sliding Window)

W
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TCP ji&i{15] - Stop-and-Wait
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TCP &1L — Window Size

Weindow Ske=2042
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ST FIACKE L ¢ ¥ @i & & FACKS TR 79— & Aa BEahif

AL E s T > Close Shrink
: BEACKHTF R «1> & FRPFTH <> & o Bje e R
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I F 3

Timeout

/l< LY ,
e 3% :'I

(5]
5]
AN
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Mo, . [ Time Source Destination Frotocal | Info

o e T i S s 102 .TaR 251, 25F ICMP Echo (ping)
B 1.701079 1592.168,251.251 1592.168.251.22 ICMP Echo Cping) reply

O 2.6595662 192,165, 251,22 192.1658,251.25]1 ICMP Echo (ping) reguest
10 2.696145 192,168, 251,251 152,168, 251,22 ICMP Echo (ping) reply
11 5.697765% 192.168. 251,22 1062.168.251.25]1 ICMP Echo (ping) reguest
12 5.698241 192,168, 251,251 192,168, 251,22 TICMP Echo (ping) reply
15 4.69581594 15%2.1658.251.22 1592.168..251.25]1 ICMP Echo (ping) reguest
14 4.698613 152,168, 251,251 152,168, 251.22 ICMP Echo (ping) reply

~ ]

EFrame 7 (74 bytes on wire, 74 bytes captured)
HEthernet II, sSrc: 00:e0:953:81:16:0d, Dst: Q0:30:c7:81:48:5d
HInternet Protocol, Sre adde: 152,168.251.22 (192.168.251.22), Dst addr:

Internet Contro 2 Protoco
Type: 8 (Echo (ping) request)
Code: 0

Checksum: Ox495c (correct)
Identifier: 0x0300
Seqguence number: 01:00
Data (32 bytes)

4444444

oo 00 30 cF 81 48 5d 00 20 595 81 16 od 05 00 45 Q0
0010 00 3¢ 00 dc 00 00 B0 01 <1 Bl <0 a8 fb 16 <0 as
gozo  Th fh a0 45 e 01 00 AL AP A2 B4 A
0030  [ErEEEREERE S T
Qo040 A3 64




CP_checksum
L IS

'\




2 4.1 IP checksumZ=TCP checksum

BIRRETEY

<+ 51IP checksum

+ 75/ TCP checksum

o 4T IP checksum > TCP checksum

W
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il

Host A Host B Host G
1529684 1 = A B2 1A
a&thi e eth2 athl ath1 el h2 athd  athi ath?
g W bl b gl o g
: (Etgereal enabled)

162 1688.0.0v24 ‘ n n'

63



Step 1: JTIUTCPEf &y

+Host B:
o %EJ‘FE% Ethereal - interface;¥eth0 » I'|#<™ 5[ H R
F &
= {5 browser > JEMFﬁ}ﬁF\/[JﬁE‘ +192.168.0.1 (7 NetGuru
Fl14 |[%Hostig“[ & Web server)

= FIRFIVEpIES SR F ETTP checksum > TCP

checksum
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Step 2: [ i/IP checksum

* UVEVE R Internet Protocoly[m™ ' -

B Frame 3 (74 bytes on wire, 74 bytes captured)
B Ethernet II, Src: 00:30:c7:B8l:42:F7, Dst: 00:30:cFiBL145:63

src Addr: 192.168.0.2 (192.168.0.2), Dst Addr: 192.168.0.1 (192.168.0.1)

B Internet Protocol,
version: 4

Header length: 20 bytes

@B pifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECM: Ox00)
Total Length: &0
Identification: Ox3359 {(13145)

BFlags: 0x0d
Fragment offsetr: 0
Time to Tive: &4
Protocol: TCP (0x06)
Header checksum: 0x860f (correct)
Source: 192.168.0.2 (192.168.0.2)
pestination: 192.168.0.1 (192.168.0.1)

B Transmission Control Protocol, Src Port: 32773 (32773), DSt Port: http (B0), Seq: 1719880249

|

Q000 c7 Bl 42 17
0010 3C 33 1 ) UG a0
Q020
Q030 B
0040 79 &F 00 00 00 00 01 03 03 00 WO 4w e
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IP checksumg ;="

+IP header [Uffi* - 27 checksum 77|~
=TET > I'/16 bits ELETIRSHET » i R
, -

e e T F o T - N S e -
OO0 |00 |O(w|O]|wt
oW oD | oolt|w|o
=00 |OD (D0

o

—i

45004+003c+3359+4000+4006+c0a8
+0002+c0a8+0001=279ee
= ERRV2Y[HI79eef]1 2+79ee:79f0 » BaRY T R

1111 . a1 R +E 2 GéRﬂ'F/EH—[ B ~nhacl/.ciim)



=t BN =R S|

B Frame 3 (74 bytes on wire, 74 bytes captured)
B Ethernet II, Src: 00:30:cT:81:42:F7, Dst: 00:30:c7:Bl:45:63

B Internet Protocol, Src Addr: 192.168.0.72 (192.168.0.2), Dst Addr: 192.168.0.1 (192.168.0.1)

version: 4

Header length: 20 bytes
B pifferentiated services Field: 0x00 (osCP Ox00: Default; ECM: Ox00)
Total Length: &0

Identification: 0x3359 (13145)
BFlags: Ox04
Fragment offset: 0
Time to live: o4

ot ocol e Tn‘ﬂ_m:l
Header checksum: 0x8607 (correct)
ource: . . 0. . L0, 2)
pestination: 1%92.168.0.1 (192.168.0.1)
B Transmission Control Protocol, Src Port: 32773 (322773), Dst Port: http (BO), Seq: 17198B024:

|

0000 ] 81 45 &3 7 BL 42

0010
Q020
Q030
0040 79 &f 00 00 00 00 01 03 03 00

67



Step 3: F5/TCP checksum

<+ PVEVES W s Transmission Control
Protocoly[™ [ﬁ'

BFrame 3 (74 bytes on wire, 74 bytes captured)
B Etherner II, Src: O0:30:¢7:BL:42:FF, Dst: O0:30:c7:81:45:63
B InTernet Prntncn1 &re Ad:lr' 192.163. I:r 2 {192 1ﬁE 0. 2), trst Adl:h‘ 1'32 163 |:| 1 {192 1513 1] 1)

Source port: 32??3 (33??3)
pestination port: http (80)
sequence number: 1719630246
Header length: 40 bytes
B Flags: Ox00c? (SYN, ECN, CwR)
wWindow size: 5840
Checksum: Ouldad (correct)
Boptions: (20 bytes)

|

Q000 00 30 <7 81 45 63 00 30 <7 Bl 42
0010 00 3¢ 33 5'3 40 |:||:| d-{l 'EIEl 0
0020 D0 30 & F

0030
0040

08 00 45 00 .0..EC.0 ..B...E.
00 0 Cesaaaas
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Pseudo Header

32-bit source |P address

32-bit destination |P address

Zero

8-bit protocol | 16-bit TCP length |

»*Source IP address = c0 a8 00 02
(192.168.0.2)
Destination IP address = cO a8 00

01(192.168.0.1)

Protoco
TCP len

bytes)

o I e e e e e

(ol o o  fon  fon ] Lo
Moo oW
0o (O | = |00 (kS 0o
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4]
el
4]
d
0.
»
et
i,
Al
.
Q
0]
v
-
Q.
»
et

T

Checksumfi#
it I']00003V ¢

2

0
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TCP checksumpyEt 5=

“}I—J TCP v Pseudo Header - TCP Header
¥ Data Jpﬂ*]é&.&(TCP checksumffg & 1|
PELRD)  E R AR TR
Bt

w5 (] 8 e S 53fb58 - st
FIJ"B’”J[I[p'beS{?F,JE fb5b » Biny — &R EY
1111 1011 0101 1011 - ?VJEIFF’]EI\TOOOO
0100 1010 0100 §

[E "E& I+ M
O04a4 . |

—p
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S B R UE S

B Frame 3 (74 bytes on wire, 74 bytes captured)

B Ethernet II, Src: 00:30:¢7:BL:42:F7, Dsu:
B Internet Prntncn]

Q0:30rcyi8l45:63
&re Aﬂdr 192.168. G ? (19? 1EE 0. E), Dst Addr: 192 lﬁE ﬂ 1 (19? lﬁE ﬂ 1)

Sourdce port: 32??3 (32??33
pestination port: http (80)
sequence number: 1719830246
Header length: 40 bytes

BFlags: Ow00c2 (SYN, ECN, CwWR)

niow size: S840
I Checksum: Ox(4a4 (correct)

|
0000 00 30 ¢7 81 45 63 00 30 <7 81 42 7 08 00 45 00 .0..EC.O ..
001l 00 3¢ 33 59 40 Dﬂ 4ﬂ ﬂﬁ 35 ﬂf cﬂ aE 00 02 cﬂ aE LAIYELE. L.

™
..
m

VFHJ;@ _. == p—

F4fitIP checksum=*TCP checksumif £ (I
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EE 4.2 vViEport numberfuiEE

PR TpY

RN A E%EJ'I’FIfJ’E'JEIprort number
S HI=TCPE

» Ex=UDP%]

+#%==IP Fragment

W
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il

Host A& Host B Host C
120580 1 rgmERgo waEega
efhd eth1  eth2 ethl  ethl  eth2 ethl  ethl  etha
i (Etfsereal enabled)

- 19Z.188.0.02¢ QU n'

74



Step 1: §i%= /etc/services [V}

* ZZNetGurui=- =
o IR A
more /etc/services
: ﬁ%'&jﬁ\ pop3d, ftpd, telnetdfyport numberti {2

4 5
f
11 1
» a 7 1

75



Step 2: H#ZETCPEf

“Host B :
. a’ﬂ?ﬁf Ethereal - interface:ethO
= telnet 192.168.0.1 21
*bl"Host B

= F% J’?Y Ethereal - interface:ethO

= telnet 192.168.0.1 ftp
...

%3] T’?ﬁ'ﬁlﬁﬁﬁw
F@Fﬁ?te'”et packet V source portt'r
LI ?
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Port numbersif

NPE)rt RLH e T8k 55 [Fil- Fl— BT [RlRSHRS
nf:ort pu=-[ kL 16 bits > ~UirEhLE[EIfE 0 £
65535

o AR PR - 3 2RISR (59 Port

\_A

Number - ’ﬂi/[l Port 21 % FTP ; Port

23 FiTelnet
ot W

EELH*:E}F' |[fPort Numberp F
Jetc/services 1% fiY f

— Jﬂgup = > 0%[]1023f [“’ﬁl F*h e FIJqF77jJ 11024

| 655£5 el P %E““Fl‘/fq_lELL E'ﬁlEBF'
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Step 3: {jiX [udpsend=Eudpserveri&=UDP

dackets

*Host B:
" %EJ)E;T Ethereal - interface:®eth0 > I ™ %[ R
Bty
~Host A:
= Eu~#udpserver -p 9090
<~ Host B:

= #~#udpsend -d 192.168.0.1 -dport 9090 -m Hello
(Host RIEGEUIDP PacketZilHost A)

Host A Host B Host C
182 168.01 162 168.0.2
athD ethi ath2 athi athil eth2 athi ath afh2
g W i W o i !

INJDP Server : UDP Client
| Port = 9090 :
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H=UDP% &)

@l x*source port - destination port=7f
* W=

= P UDPH] SV ZETCPEF Sy puffind T {2 ] - £ 12

s @;{/pudpserverpllﬁ?pﬁ ) |ﬂudpsenduf =UDPE}

e R g2

E[J ’
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5P - udpserver=udpsend

o = jf", , i_NetGuruHr’ u-jf“, (J[El_lnuxdfl
{‘éjc", , EETHVES S :LZHF@ Jébﬁfﬂj
JQ DP > ﬁl%ﬁ%@](ﬂ[l”‘\ :
‘s udpserver
—: #’,]‘E;l f’ﬁUDP Server 7 Port
AE3 "

_S: jE%E%L_[’:{jE T — [ pr s 2 (F~
|| :EPI(].

UDP Data
(jfr##30 = udpserveriihr i Hre SRR )

e = iy * IR 97“‘5%&

80



< udpsend
—dport L ol [HS= 2] UDP Server pufEi— i Port
[UEREE ﬁja Ry E“jaﬂ; %Ll'%’gl%@(9090)
—d : UDP Server IP =525 JL{E;I%JL
—b : UDP Client fol {Hizx 2Pt ™ J wEIJDataﬂ“HUDP

Server
MR Udpsend —b 4000 - flfr;Etl, UDP Data 7,
4000 bytes > If[ Rl * _
—m : UDP Cllent %’I HE ﬁf"‘ﬂj%
100 - udpsend —m bye ijF‘l— '!Hﬁ

t’r bye
(4 #h udpsendﬁ?#ﬁ%a% At | SRR 1)
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Step 4: H=IP fragment

“Host B :
- #EJ‘FE% Ethereal - interfacex¥eth0 > I'J#lss ¥|[H R
F e
*Host A:
= #us#udpserver —p 9090
*Host B:
. %m#udpsend -d 192.168.0.1 -dpoyt9090 :b"2000

(Host BEi:=— [[s'data-< "% 2000 iN[§) et
ZHost A)
X ﬁﬁl%ﬁﬁ e

= % IP fragmentfuff ey pl1 > HESTT (lR] & F 1) portEY
=15
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IP fragmentqalé]z:ﬁ

|IP datagram

A

v

UDP data (2000) bytes

20 bytes 8 bytes -
.
L
L
L
N
N
N
L ]
UDP
M
20 bytes 8 bytes

UDP data (528) bytes

20 bytes

83



PR 4.3 BEETCP GG [IEsHGSL
HRRE 1Py

0:0 1E

O:OJE

N/

o’ojg

BN etstatﬁ;,

T CP3EI5sL A
% TCP| ISREE A

£ F

]

N

84




il

Host A& Host B Host C
120580 1 rgmERgo waEega
efhd eth1  eth2 ethl  ethl  eth2 ethl  ethl  etha
i (Etfsereal enabled)

- 19Z.188.0.02¢ QU n'
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Step 1: #Eix=telnetE

<~Host B :
- #EJ‘FE% Ethereal - interfacex¥ethO > I'|#ls™ J[H R
£ e

< Host B:
= telnet 192.168.0.1
" [[=¥Eadmin > ¥ifi123456
= exit
* ﬁﬁﬁ'ﬁﬁﬁﬁw
" W g ELY %E(%F‘ Flag

N L?\ﬁ:‘a?] ! JIKHF/{:}“ l—[l

n s exngu %E(%EL?\FIagJ/@l)
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= e ED

4o, Source |pestraton  [Protocot ko
1192.148,0.2 Broadcast AP who has 192.1688,0.17 Tell 192.1688.0.2
F 192.168.0.1 102.168.0.7 ARD 192.168. 0.1 15 at 00:30:c7:81:4%:63
f 19:.168.0.¢ 192.168.0.1 TCP I¢fTA > TEINET (SN, BON, O] Sege=l5507T4113 Ack=0 win=iB840 L=r|-=:l
4 192.168,0.1 192.188.0.2 TCP telnet > 32774 [Svw, ACK, DON] Seqel482313374 Ack-1330774114 wine3792 Lened
a0 15 F 0 B, O 1o { fhmiy

6 192.180.0.2 192.188.0.1 TELMET Telnet Data ...
T 192.168.0.1 192.168.0.2 TCP telinet » 32774 [Ack)] SeqelE68231337% Ack=1%3077414) win=5792 Lens=0
8 192.168.0.1 192.168.0.2 TOP J2FFE » auth [SrM, ECH, O] SéqelbBSid8210 Acke( win=Y840 Lens=0
9 192.168.0.2 192.168.0.1 TCP auth » 33772 [RET, ACK] Segeld Ack-1688345213 win=0 Len=0

10 192.168,0,1 192.168.0.7 TELMET TEINST DATd ...

11 1%92.168.0.2 1wl.les.0.1 TCP iZ7TA » talnet [ACK] Seqel%307Taldl Ack-18827131387 win=3840 Lon=0
12 192.168,.0.1 192.168.0.7 TELMET Telnet Data ...

18 192.168.0.2 1%F.168.0.1 TCP JI7Ta » telnet [ACE] Seqeli307Taldel Ack-1E80T13426 win=S8I0 Len=0
14 192.1668.0.3 192.168.0.1 TELMET Telnet Data ...

1% 162,1468,.0.1 192.148.0.2 T7TCe telnet = J2TM [&CK] Seqele8lBizdle ackLl53077432% win=SPel Léns=0
14 192.168.0.1 192.188.0.2 TELWmIT Telnet Data ...

17 192 . 168.0,8 1%.168.0.1 TELMET TEINET DATAE ...

18 192 . 168.0.1 192,168 0.2 TELMET Telnet Data ...

19 192.168.0.2 192.168.0.1 TELwmET Telnet Data ...

152.188.0, 1%2.168.0.1 TCP 12774 » celnet [ACk] Zeqel%30774231 Ack-1A82313485 win=%840 Len=0

F 1'??.1!::&.3.; 193.168.0.1 TELMET Te&lneT DATd ...
L

;"i 192.180.0.1 1%2.168.0.2¢ TELMET Telnet Data ...
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B (R R

[

Host B
192.168.0.2

J

Mo.20
Mo.21
Mo.22

Mo.23

Mo.24
Mo.25

Mo.26

Mo.27
Mo.28

[

Host A
192.168.0.1

J

TCP Flags=(PSH,ACK) Data =a

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

TCP Flags=(PSH,ACK)

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

TCP Flags=(PSH,ACK)

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

Data = a

Data=d
Data=d

Data = m
Data = m
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[

Host B
192.168.0.2

J

MNo.29

MNo.30
MNo.31

MNo.32

MNo.33
MNo.34

MNo.35

MNo.36
MNo.37

TCP Flags=(PSH,ACK)

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

TCP Flags=(PSH,ACK)

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

TCP Flags=(PSH,ACK)

TCP Flags=(PSH,ACK)
TCP Flags=(ACK)

[

Host A
192.168.0.1

]

Data = i
Data = i

Data = n
Data = n

Data =\r
Data =\r
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di ) Soarce Ches Etinalman Prodacal |inds

76 192.168.0.2 192.188.0.1 TCP 12774 » telnet
P i%2.1668.0.1 192.188.0.2 TCP telnet > 32774
TA 192.148,0.7 192.168.0.1 TCP 12774 > telnet
9 192.168.0.1 192.148.0.2 TCP Telnet > 32774

[ACK] Seq=1530774252 Ack=1682313529 win=%840 Len=0
[FIN, ACK] Seq=1682313%2% Ack=1330774232 win=47T92 Len=0
[FIN, ACK] Seqeli30TT42%2 Ack<1682%13%30 win="840 Lén=(d
[aCK] SoqelfBElRl1ii30 ACk=L1530774253 wWin=3T92 Léns0{

BFframe 75 (74 bytes on wire,
B Ethérnét II, SFc: D0:30:CcT:EL:45:63, Dav: OO:30:¢
B Internet Protocol, src Adde: 192,163,
B Transelission control Protecol, drc Port:
Cource port: telmet €210
et ination port: 32774 (32TM)
SEquence number: 1682313571
e st Sequence rumber ¢ 1682313529
A-:I"'-u'.'ll.-d-g_tlﬂ:'r'. T - 1%307 4258
Hesder length: 32 byres
EIFli!JS! QuldlE (PSH, &CK)
window size: 702
Checksum: 0=xall® (correct)
Boptiont: (12 Bytéed)
B Telnet
Gatal logout'sriyn

T4 bytes captured)

telnet

0.1 |;_1'2-"_'i'-.i-.

=
=

|b1 ":.Jf-'
0:.1); DST Adar: 192.108.0.4 (192.168.0.2)
30, [1t Port: 33774 (32TT4), Seq: 1682313%2F1.
Ack: 1%307742%2, Len: B
O
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Step 2: #ZEftpEty

“Host B :
: a’ﬂ‘?%fEthereal » interface®eth0 » I'| @€ | # R 1 £t
Ty

*Host B:
* ncftp —uadmin —p123456 192.168.0.1
= exit

XERY v i 'Fﬁ%ﬁ =)

%F‘f’:: [Fi o 42 st (B Flaggi n'
N T SR W R |

@,El Xlogout(exit)[viir (B Flag /4| )
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L i, I, 0, I el ai bl S Mad e, 16E. 0,8 L | L. L,

NI .1 1D LD e L. Ll 0.1 Y9 af O0i 0o T oD A dd
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& 1 LI I 182.0168.0 o frp o B2FBA [Tem, ADW, DDW) TEgediRRANEINY AT« RAEYYYTFIEY wime PR Ll
% 1. 10l D 198, 188, &, 1 P IPE » P (e LegelHAYIITIEY Ache TR ) W) wire i) L]
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LI IR D1 1. 1880 e BEpiEaE I AeorTED BT ) el (PTED) [Nasalkadn )

L L L] I 193,188 &, 1 o i » TEp [6E | fagulddTPETIEY ACEaBERBANNNET Wra i |8
1o I'® LS ] s 193 188 5.1 FrE B il 1 T L

11 183160 8.1 190.168.0.2 L Lo 11 P (TR ] Tage-)BABNARNY ACH=BASANETIFF wlesl PRI L
12 180,148, 6.1 18).140.8.7 TP e il Paiiword reguilcoed For ademln

10 36 Rl 0. 16 1AE. 0.1 TR BEpaT D PATT LT la 14

148 T6s TN o 1 60 16l o 2 FrE LL &l L d e W pdetn | o | A

'- I.'r.' i.‘:-l- .' .'.- ..'.I'-I.-..J. e l--h.ul- I i'-l:

llll 192, IEE 0.2 192.1
11 192.168.0.1 192

E-E 0.1 FTP EE#..IESt U"EF! au:hin
58.0
12 192.168.0.1 192.168.0.
8. (.
8. 0.

FT
TP frp » 32784 [ACK] Seqe3S&id35535 Acks3465557277 wine5702 Lens{
TP Response: 331 Password required for adein,
13 162.168.0.2 1%2.1 FTP
14 182.168.0.1 192.1 FTP

Request: PASS 123436
Response: 230 User adwin logged in.
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18 162.168.0.2 192.168.0.1 FTP  Request: QUIT
29192.168.0.1 192.168.0.2 FTP  Response: 1I1 Goodbye.
30 192.166.0.2 192.168.0.1 TCP 31784 > frp [ACK] Seqeid@3557346 Acks3583435639 wineSB40 LensD
31192.168.0.1 192.168.0.2 TP frp » 32784 [FIN, ACK] SeqQe3SB3435839 ACk«3465557346 wine§792 Lene]
32 192.168.0.2 192.168.0.1 TCP 31784 > fip [FIN, ACK] Seqedd65357346 ACk=3583435840 wineiS840 Lene(
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SeQe3 583435540 Ack=3465557347 win
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Step 3:%[JE'Jnetstataf’|;,—.&J » X< TCP5H

“Host A:
= netstat —| (5% | 'ﬁr’ﬁi LISTEN State & [ Socket)
= netstat —tcp

‘*Host B :
* ncftp —uadmin —p123456 192.168.0.1

‘*Host A:
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“£% ']+ LISTEN State® [Fli- Socket

GI‘El;E,‘I‘I fddress

bash# netstat -1
Active Internet connections (only servers)
Proto Recw Senr_f—% Local Address
tcp *: 7878
tcp ] 0 »:11111
tcp 0 () *:5301
tcp 0 () #:53(1
tcp 0 () #:9333
ED H g #:pop3
D 2 SUNT
bt 0 0% imapy
tcp 0 0 *:600
tcp 0 () #2vmmw
tcp 0 (0 #:6001
tep ] U #:1tp
tcp I] [ #: 17578
1:1:£p I ) #:felnet
cp I] R
udp 0 0 #:sunrpec

**'ﬁﬂi*ﬁﬂ*ii"ﬂ‘iﬂi"—'}
EE EE FR PN FW PR RNR PN IE RE NN BN EERRE NN
-]-[-[-"]-]-[-["]-]-[-Ir-]-]-[-i'-]-

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN




®

Active Interret conmections

[

w/0 servers)

Proto Recu—) Send-Q Local Address Forelgn Address otats
0 192.168.0.1: ftp 192.168.0.2:32778 ESTABLISHE
A56d/ profepd: admin
gﬂtgﬂ 0 0 localhost :6001 localhost : 32785 ESTAELISHE
Vi
tCE 0 0 localhost:32TH4 localhost :6000 ESTABLISHE
515/mozilla~bin
0 0 localhost 32769 localhost ;6000 ESTABLISHE
l?;,%f 0 localhost:32768 localhost ;6000 ESTAELISHE
qUWE
LCcp 0 localhost: 32777 localhost :6000 ESTAELISHE
614/rxvt, cjk
%ﬂ{ 0 0 localhost:6000 localhost - 3274 ESTARLISHE
hesa
léi:E y 0 localhost: 32770 localhost :6001 ESTAELISHE
JUWI
51:2% 0 localhost 32771 localhost ;6001 ESTABLISHE
Juwm
0 localhost: 32788 localhost 6001 ESTARLISHE




TCP Connection State Diagram

) Aciive Open
Server Side Server | Clased ] Erepe ToEad 5TH
Passivl GPEN Client I
Creai® TCE
Lis
STIN
Recelved

Server 7
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