 Introduction

 IP Address & MAC Address

o TCP/UDP/ICMP

< IP Gateway, Network Mask, TTL

*» Routing Protocol

* Network Address Translation (NAT)

» Domain Name System (DNS)

» Dynamic Host Configuration Pgotocal (DHCP)

/ Asymmetric Digital Subs Lir"SL)

L)

4

L)

L)

4

L)

L)

4

L)

)

4

L)

L)

* HyperText Transfer Protoe TTP
Protocol |

 Virtual Private Network (VPN)




wLAN $f WAN /13 1
. Jﬂ&ﬁjf[ » Gateway iE4[ [ Eﬁiﬁiﬁfﬁ?ﬁﬂ SENE T F R
Rl HEE Ulnternet = Jr:fﬁ;m[_}ﬂk T AR 1T
Routeridy= =[| & fyRouter &= & s F | Z[E F IHUH
o= 'OIF' rjjr hi_‘z[}%j Fl JHE’D%I/;# ’ F’.J_E" ,U\?EEFFJ
A% 1 [l F' BT [ EhEJ e o R
o B P T FIROSER s A o
TCP/ZIP > X 25 > Syste
Architecture (SNA)= _
B ¥Ry Packet » B szﬁ‘fE ity
IRrREEYRIF S (FUES IR &
AL

}

\




e X.25
n - RO AT R R e BRI puCCITT
= CCITT: Consultative Committee for International
Telegraph and Telephone [ D«'B%?‘:HEBF%*&W"‘ E €7

i i
“SNA
= IBM = 82 i =] PAEJI AR
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< P ﬁgﬁl » ADSL ATU-RfitELE [%gﬁq”“[gg HiffuGateway
< ’g?PClF&H fi2Packetf]GatewayV A :
= i IPC1 FGatewayfus it @ #ARP 5% Gateway

I\/IAC Address T
= tIIPC1 VNetmask > L EMEE THYIP gzglj_/_UGateway
ﬁj}q = Hub o

— T e

|%E lﬁ; 123.234.123.103

\ummns,,  \ g,

Network Mask = 255.258.265.240
Getovay = 123.234.123.103
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ADSL ATU-R #rGateway

% PC 1 ALi?IWindows2000 (e 25k ']
M J;f‘F', ﬁﬂ“ﬁ

1. arp —a

2. ping 168.95.1.1

3. arp-a Beern ornat Suwiteh e Hetwork Cabls
4. route print R_ _ EE\] m PhoneLine

: - AIWI!M

lIIIL ATU-R
g ; 123.214.122.102
| |
! L % R
PC 1 PC2

123234.123.138 Telphons
Hetwork Mask = 255.265.285.2 40

6



ssarp -a

Microsoft Windows 2808 [LF7F 5.88.21951
CC» Copyright 1985-2000 Microsoft Corp.

C:srarp —a

Mo ARP Entries Found <= The ARP table does not have
any information prior to an
AW Internet connection




“*ping 168.95.1.1

Microsoft Windows 2888 LRFF 5.
(C>» Copyright 1985-28880 Microso

C:sarp —a
Ho ARP Entries Found

HA

BA.21951]
ft Corp.

TTL value is related to
the routers which have

L

Pinging 168.95.1.1 with 32 hyte

Reply from 168.95.1.1: hytes=32
Reply from 168.95.1.1: hytes=32
Reply from 168.95.1.1: hytes=32
Reply from 168.95.1.1: bytes=32

Ping statistics for 168.75.1.1:
Packets: Sent = 4, Received

Approximate round trip times in
Minimum = 38ms, Maximum =

TbeEn passed Mrough

s of data:

time =480ms T¥L=249
time=30msz TITL=249
time=380msz TTL=249
time=38msz TTL=24%

= 4, Lost = B (B 1035}4
milli—seconds:
40ms, Average = 32ns I

— —ll

C:\Vm




\J

% arp -a

G:xzarp —a

Mo ARP Entries Found

Gy

Pinging 168.95%.1.1 with 32 hytes of data:

Reply from 168.95.1.1: bytes=32
Reply from 168.95.1.1: bytes=32
Reply from 168.95.1.1: bytes=32
Reply from 168.95.1.1: bytes=32

Ping statistics for 168.95.1.1:
Packets: Sent = 4, Received
Approximate round trip times 1in

time=4Ums TIL=249%
time=3Ums TIL=249
time=3Ums TIL=249
time=30ms TIL=249%

= 4, Lost = B {Bx loss).
milli—seconds:

Minimum = 38Bms. Maximum = 4HUms, Average = Jdms

C:\Jarp -a The MAC Address of the
gateway network interface
Interface: 123.234.123.203 on lnterfaﬁp Bx1888884
Internet Address Physical Address Type
123.234.123.193 A8-d@-59-a5—-d1-76 dynamic

g
I
I
I
]

9



“*route print

123.234 123 .193 BA-dB-59-a5-d1-76 dynamic
C:s>route print

Interface List
Hxl

iiiiiiiiiiiiiii

M5 TCP Loopback interface
NTS PPPoE Adapter H1
.. Fast Ethernet

PC Cawrd

Active Routes:

Hetwork Destination

H.8.8.8
123.234.123.192
123.234.123.203
123.255.255.255

127.8.8.8

224.0.8.8

255.255.255.255
Default Gateway:

Persistent Routes:
Hone

e

Metmask Gateway Interface
8.8.0.8 123.234.123.193 123.234.123.203
255.255.255.248 123.234.123.203 123.234.123.203
255,255,255 ,.255 127.8.8.1 127.8.8.1
205,255 255,250 123.234.123.203 123.234.123.203
255.8.8.8 127.8.8.1 127.8.8.1
224.8.8.8 123.234.123.203 123.234.123.203
255.255.255.255 123.234.123.203 2
123.235.123.193 <

All the packets’ destination
IP which is not listed in
routing table will be sent to
123.234.123.193

10






Routing Fable

X ‘E%}’Router F%ﬁﬁ%!‘il'ﬁﬂ Packet [V i - ﬂ*’ﬁ L
# Packet fUEAvEY IP (Destination |

Address) HERIE Packet it Efxp JFFLJI

= SEUDIES (AR 7 IS RS L P S s
we kel 5 YR Y (98T B“jﬁi Routing Table

.o.Routlng Tablep FJ NN [fJE‘wH,q\ /ﬁ (=5 .ig/\r’?

[fF [al:|J

E| 3 E[Layer 3afE T FTpepyEE
PC - Firewall - Router ’# i 'u

7
PDA -
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Linux Host Routing Tablefu|¥ (Gip route)

< Pl ™ k- Linux Host v Routing
Table > fﬁl“] /sbin/ip route (ffi*mask
bit™ =) IJ » B ffiR] /sbin/route ) j

Z,D—k ‘E’J 0

[root@gr /]# /sbin/ip route
61.218.155.224/28 dev ethl
192.168.2.0/24 dev ethO
192.168.0.0/24 dev ethO
192.168.254.0/24 dev ethO
10.0.0.0/16 dev ethO
172.16.0.0/16 dev ethO
127.0.0.0/8 dev lo
default via 61.218.155.225 dev ethl

scope link src 61.218.155.226
scope link src 192.168.2.254
scope link src 192.168.0.10
scope link src 192.168.254.254
scope link src 10.0.0.10

scope link src 172.16.0.10
scope link

13




Linux Host Routing Tabledu{¥[(route

[root@gr /]# /sbin/route

Kernel IP routing table

Destination Gateway Genmask Metric Iface
NAT

61.218.155.224 * 255.255.255.240 o) ethl
192.168.2.0 * 255.255.255.0 0 ethO
192.168.0.0 * 255.255.255.0 0) ethO
192.168.254.0 * 255.255.255.0 o) ethO
10.0.0.0 * 255.255.0.0 o) ethl
172.16.0.0 * 255.255.0.0 0 ethO
127.0.0.0 * 255.0.0.0 0 lo
default 61.218.155.225 0.0.0.0 0 ethl

14



< — j¥Routing Table Entry f= [l[[RLEUP
Packet [ I1u¥sIP (Destination IP) - #*
Routing Tablef|iI'/Longest Prefix Length
Match ?E’F’LEJ[J}\%I’?@ =3
= [l 'E'}'E‘“’éi'«fﬁﬂj EREFIE 2N R ERpVE R
#Default10.0.0.0 / 0 - I H IP 115
o Tt FENtry PV 4l I*‘E%{ [iJ[ A

4

'Hé;éij_ Packet

15



+% — Packet £" Jfla{ﬁ,nﬂ% w7 Destination
IP 7 61.218.155.236 ,%ﬁ?a‘% Iﬁ Entry

bltS’l‘F'fﬂ [*'l'*‘*ff SR -

p e [P 61.218. 155, 236 peng JP - iix
21T Routing Table entry |00111101 11044010 100140%4=id0=1400

LL ‘l"‘J‘ ZL‘ i/!J’\]'j /T ™ 1? '—h «—"

Longest Prefix Length Match

16



61.218.155.236

00111101 11011010 10011011 11101100

Londest Prefix Length Match

Routing Table Entry | Binary Format Inferface]
61.218.155.224/28 | 00111101 11011010 10011011 1110 0000
@ - 28 bits I
00111101 11011010 10011011 1110 1100 | eth1

28 prefix bits matched

Suppose there is

00111101 11011010 00000OCO0 OOOO ODOO

0 bits

\ another entry with | |—-—-—-16 bit§———|
2 161.218.0.0/16 00111101 11011010 10011011 1110 1100 | eth2
16 prefix bits matched
Suppose there is 00111101 11011010 10011011 1110 DOOO
another entry with  ||--—---—--——--——- 30 bit§ —-— |
3 161.218.155.224/30 | 00111101 11011010 10011011 1110 1100 | eth3
Not matched
192.168.2.0/24 11000000 10101000 00000010 ODOOOODO
4 00111101 11011010 10011011 1110 1100 | ethO
Not matched
Defaut 00000000 00000000 00000200 00000000
V5§ |0.0.0.0/0 matches | 00111101 11011010 10101101 1110 1100 | eth1

Considered 0 bit matched

17



Routing Fable Entry

Nll*fRoutmg Table Entry “,%" ,,1 ,E.W wiE
= Routlng Decision EF'FI JPBIPFILJF“IJ 28
bits ¥ £% 61.218.155.224 HEIFv28
bits ﬁ'[ﬂ] HIREE /T = ethd 3=t

“scope link i_%*ﬁfj‘—'f f’;‘fffifpi 1P » =2 EI
FEIHEL > Destlnatlon MAC 7’71 ARP
1> src 61.218.155.226 [z |ethd

iR P]IP £ 61.218.15

Sadan L T EFHE) 1,2,58 > |
Entry 1 £L match ERAY51- S=158128
bits > NI Entry 1 Elflé{ﬁ'lt%ﬁ r“!ﬂ ethl &

L[’

18



Static & Dynamic Routing

< Static Routing
= AR YRR A o SO
fiﬁu (static ) "& ¥
- A R GRS T R
< Dynamic Routing
o Routerfr‘ii%wfﬁm—ﬁwﬁﬁlﬁff[?51154 F }F‘ﬁ&m[ﬂ% S
. ,pla‘”if‘&jﬂ%:zout|ng Protocol#{ f Jﬁf‘i > RlEl ﬂg&f"ﬂ‘

=t fEiH E'§1E1|—I d s 3 32 I | E]
S N
+TCP/IPHIE kIfVrouting protocol’

* Routing Information Protocol (RIP), Open Shortest
Path First (OSPF), Border Gateway Protocol (BGP)
(Chapter 5)

19



ifconfig =Static Route Entry

*ifconfigyy 1= »EtipPnetmaskd 9t -
fF! F[a;a;+;g_7~ S‘ramfffépﬁstatlc route entry

bash#t 1p route

192, 168 2, 0724 dew eth? proto kernel scope link src 192, 168, 2,1

192, 168, 1, 0/24 dev ethl proto kernel scope link src 192, 168, 1,1

192, 168, 0, 0724 dev eth) proto kernel scope 1ink sre 192, 168, 0,1
%92h$68 201, 024 dev eth3 proto kernsel scope link sre 192, 163, 251, 251
AS

bash

pashE 1fconfig ethi:1 192, 168, 4, 1 netmask 2bh, 2bh, 256, ()
L=l

bashit

bashit 1o route

| == e ] ===

192, 168, 4, 0/24 dev eth() proto kernel scope link src 192, 168, 4, 1
192, 168, 2, 0724 dev eth? proto kernel scope link src 14, 165, 2,
192, 165, 1, 0/24 dev ethl proto kernel scope link src 192, 165, 1, 1

192, 168, 0, 0/24 dev eth() proto kernel scope link arc 192, 165, 0.1
%QEh#B% 251, 0/24 dev eth3 proto kernel scope link sro 192, 168, 251, 201
A

20



Routingpv:E

bashif 1p route _

192.168.2.Df24 dev ethe proto kernel scope link src 192, 166, 24,1

192,168, 1, 0/24 dev ethl proto kernel scope link erc 192,168, 1,1

192, 168, 0, 0/24 dev eth] proto kernel scope link erc 192,168, 0,1
_égg%%58.251.9f24 dev eth3 proto kernsl scope link src 192, 168, 201, 201

bash#f ping -c3 192, 168, 2, 2
PING 192,168, 2,2 (192,168, %, 2) from 192,168, 2,1 : H6(84) bytes of data,
64 bytes from 192, 168, 2, 2: 1cop_seq=1 tt1=64 time=(, 319 ms
64 bytes from 192, 168, 2, 2: 1cop_seq=2 t11=64 time=(, 156 ms
64 bytes from 192, 168, 2, 2: 1cmp_seq=3 tt1=64 time=0, 152 ms

-—— 192, 168, 2, & ping statistics —- _
3 packets transmitted, 3 received, 0% loss, time 2010ms
rtt min/ave/maz/mdev = 0, 152/0, 209/0, 319/0, 077 ns

bash

CoLaThT P ol

7 (1492, 168, 251, 2hd at Dﬂ lﬂ FB DS 16:E3 [ether| on eths
7 (192,168, 251, 22)" at 00:E0:98:81:16:0D [ether] on eth3

|bash# ip route del 192, 168, 2, (/24
Asng

bashif 1p route _
192,168, 1, 0/24 dev ethl proto kernel scope link erc 192,168, 1,1

192, 168, 0, 0/24 dev eth] proto kernel scope link erc 192,168, 0,1
%92E£58*251‘ﬂf24 dev eth3 proto kernel scope lank src 192, 166, &1, 201
As

bash#f ping 192, 165, 2, 2

cornect: Network 15 unreachabls
hHEHH




Routing Table = Routing Protoc

Rouber 1

Routing Protocol

& routing table provide
the: Important Infermation

for the router to dectde ko
vehilch netveork interface

to transfer the packets.

Matwork Inbefface

Roulers mantain Row
Takle by Rouling

\/

Routing Protocol

A routing takde provide
ihe important Infermation
fior the router fo decide o

which netaork inderface

Rauter 2

Routing Protocol

# fouting iakle provide
the important information
lfor the: rowter to decide
which network interface
to iransher fhe packets.

MNetwork Interfacs

E. AN
Router='R AR

BIRoute ey &R
¥rRouting Table

to ransfer the packets.

o oo
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otoRouterElfJF%'ém 73 E%
= Fast Path: %EI:E,I ng@ s s8/Routing Table™ H\F\JPacket
RIS Sfp ™ FJFEE ,F&Network Procerssor
I%ﬁ‘ip ﬁRoutmg Tableﬁ[
= Slow Path: ji% :j:KHa f = JECPUREEIRouting

Protocol -

23



Gateway #IRouter

 Gateway
" TS TE] o P T RIPVARES o R = T R
Al A ﬁ.—r) S P E‘OSIJFT E H
= Gatewayf' '/ :LRouter ~ it} ;%[ Proxy » Frl' |52
Gateway 7 - LﬁjF,Router

+* Router
ij"[zﬁa‘[ ~ U O s T‘ij%:\éqﬂf‘“ﬁniﬁﬁi

outlng Tableézlitl_ Packetp& VAL L]
z EI%E
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VolP Gateway i PSTN=Internet

T s e e e [ EY Application
Gateway - F|Ef[[# i Application Level
Gateway (ALG)

L/ \/




e-mail Application Gateway

e-mail Application Gateway

/Mail Server 815, 188, {FE=

Router

Internet

Mail Server

27



carver e

| |

‘ ‘ Application Gateway

ftp

h = '| telnet
W

U s application getoway —_—

1o do tha sacurity sontrol \ y
oT talnat or ftp sarvicae.
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Application Gateway~Fitelnet=ftp

i 53 e A R B
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Default Gateway

< 'IEI"F'TJ""IE g’,“.‘ij [ﬁ A [f Packet [
% LA R [PURouting Table - £5¢11 =45 ’F[%
5Fq IJ['E‘E[I
= P BI- A F ?@J;ﬁf}ﬁj i+ [ I« THYRouting Table[*| »
E“L}‘:jg&f‘gi’—i’r; efault Gateway - liDefault Gateway (1
iH= Packet

% — JERIEE SR JADSL?Bi_%iADSL ATU-R fit

tiDefault Gateway 4” "

31



Default Gatewayp~ = 7

ISP B3 - ffEDefault Gateway > Y[IilH
ﬁcﬁi‘/[@ml%ﬁAD L » Bk lffﬁldxé‘g]g’l.‘?r%%_'
efault Gateway
< " /IDHCP (Dynamic Host Configuration

Protocol, RFC 1541, RFC 2131) FIEEVE
Default Gateway » J[I[Cable Modem

“ [ PPP (The Point-to-Point Protocol
RFC 1661) HrVr:FJDefauIt [t :
Modem #iff ; ‘%ﬁj%’—fﬁ Lﬂ PoE
(PPP over Ethernet)gv (ZJVEM el
PPP)

32



FF1 ip route FEdefault gatews

bashif ip route

192, 168, 2, /24 dev eth? proto kernel scope link src 192, 168, 2,1
192, 168, 1, 0/24 dev ethl proto kernel scope link sro 192, 168, 1,1
192, 168, 0, 0/24 dev ethl proto kernel scope lirnk src 192, 165, 0, 1
kernel scope 1ink  src 192, 168, 251, 251

192, 163, 251, 0/24 dev eth3 proto
bashit
basht

bash#l 1p route add default via 1

dz. 168, 2, &

bash
bash#f
bashff 1p route

192, 168, 2, /24 dev eth? proto kernel scope link src 192, 168, 2,1
192,168, 1, 0/24 dev ethl proto kernel scope link src 192,168, 1.1
192, 168, 0, 0/24 dev eth( proto kernel scope link erc 192, 168, 0.1
kernel scope 1ank sro 192, 168, 201, 201

192, 168, 251, (/24 dev eth3 proto

default via 192, 165, 2, 2 dev eth?
et i

33







B R [

<+ PC3F(Default Gateway £}

192.168.10.254

PPPoE dial-up ADSL ATU-R
MAC = 00:02:3b:01:de:97¥

IP =61.221.3.133
MAC = 00:e0:98:81:16:0d

IP =192.168.10.254
MAC = 00:10:f3:02:cbh: 8T

— A =

g ——

@ I
TTT——

PC 4
IP = 61.219.36.250

PC 3
IP =192.168.10.101
MAC =00:cD:26:72:5a:ca



% 192.168.10.101 ALHHHY
61.219.36.250

5 5.341331
G 5.406526
7 5.406746
8 5.406819
O 5.407075
10 5.407907
11 5.408B15
12 5.545181
13 5.545327
14 5.5876l%
15 5.588772
14 5. 588BB37
17 5. 588985

61.225.38.42
Bl.219. 36,250
61.219.36.250

192.168.10.101

Gl.22%5.358.42

192.168.10. 101
6l.225.
. 219,
.21%9.
21%.
S 2lG,
<215,
. 219,

EEa

Gl.

EER

3B,

0.
38,
38,
36.
36,
36,

42

250
250
250
250
250
250

Crestination

61, 219, 36. 250 TCP 1186 > 80 [SYN] Eeq-EEGESEEL’

6l.225%.38.42 TCP 80 = 1186 [5YN, ACE] Seqe3e
192.168.10.101 TCP 80 > 1186 [svN, ack] Seqe30¢
61.219.36.250 TCP 1186 > 80 [AcK] Seqe3303586(
61.219,36.250 TCP 1186 > 80 [ack] Seq=3303586(
61.219.36.250 HTTP  GET / HTTR/L.1

6l. 219, 36. 250 HTTE GET / HTTP/1.1

Bl.225%.38.42 TCR 80 = 1186 [ACK] Seqe3041527(
192.168. ¢
61.225.3| Destination MAC Address is the MAC Address
192.168.1 of 192.168.10.254. Therefore,

%fﬂ; 192.168.10.254 is the default gateway of PC1

)

| | -

EFErame 4 (62 bytes on wire, 62 byres cantured)'ﬁ‘

Exhernet II,
pestination:

sre:

Q02672 5asca, DsT: 00:10:F3:02:ch:8F
O0:10:F3:02:chb:BF (00:10:F3:02:cb:8F)
Suurce 00:c0:26:72:5aca (00:c0:26:72:5a:ca)

wOS000

B Internst Protocal,
version: 4

Header Tength:
mrifforontdsrer coaruiras Eialds

20

src Addr: 192.168.10.101 (192.168.10.101), Dst Addr: 61.219.36.250 (61.21¢

bytes

0 L =

il Paftaalts Bcsic Gt

H

ddddddé

0020
HEL

24 Fa

0000 00 10 T3 02 cb
0010 00 30 a? a m

Bf 00 cO 26 72 5a <a 0B 00 45 00  ....veew &rZ...E.
cs 77 cO aE ﬂa 65 3d dh O.rl, .. W, .. B=

00 80 QE



00

EUERY Default Gateway £
E 168.10.254

Interface Li=st

1 M5 TCP Loophack interface
Bx2 _._44 45 53 54 77 77 ... ... NIS PPPoE Adapter #i
Bx1000884 .. .88 c@ 26 72 Sa ca ...... NDIS 5.8 driver

Active Routes:

Metwork Destination Metmask Gateway Interface Metric
H.8.8.8 H.8.8.8 1?22.168.18.254 1922.168.18.181 1

127.8.8.8 255.8.8.8 127.8.8.1 127.8.8.1 1
1?22.168.109.08 255.255.255.08 1?22.168.18.181 192.168.109.181 1
1?22.168.18.181 255.255.255.255 127.8.8.1 127.8.8.1 1
192.168.18.255 255.255.255._255 192.168.18.181 192.168.18.181 1
224.8.8.8 224.8.8.8 192.168.18.181 192.168.18.181 1
255.255.255.2585 255.255.255.255 192 .168.168.181 2 1

Default Gateway: 192.168.108.254
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PC1#ki PPPOE_ i =" i&

“Azfll PPP ZVHAHEE IP ~ Gateway=DNS &
2tz o T E'F"E’ Routing Table - fjDefault
Eateway F% s el PPPIVHEY Gateway IP

PPPoE dial-up ADSL ATU-R
MAC = 00:02:3b:01:de:37

—_—

l_....J [
\ O
PC 4
IP = 61.219.36.250 ’

IP = 61.221.3.133
MAC = 00:e0:98:51:16:0d

IP =192.168.10.254
MAC =00:10:T3:02:ch:8T

e L_Egﬁ . IP = 192.168.10.101
I,ﬁ'.,.—-_’
Hub MAC =00:c0:26:72:5a:ca

N T




]|

AR - RIS

H|Ethereal 2V Packet

=10f %]
File Edit Capture Display Tools Help
Mo, |Time Source . Destination Fratocal | Info j
1 0.000000 00: = P i il PPPOED  Active Discovery
2 0.088106 00:02:3h:01:de:97 O0:cO:26:72:5%a:ca PPPOED  Actiwve Discovery offer (
3 0.088168 00:c0:26:72:5a:¢Ca 00:02:3b:01:de: o7 PPPOED  AcCTive Discovery Reguest
4 0.,155002 00:02:3b:01:de:97 00:c0:26:72:5%a:ca PPPOED  Active Discovery Session
5 0.187455 00:c0:26:72:5%a:¢ca 00:02:3b:01:dde:%7 PFP LCP PPP LCP Configuration Re
6 0.255326 00:02:3bh:01:de:57 O0:c0:26:72:5%a:ca PFP LCP  PPP LCP Configuration Re
7 0.2565924 00:02:3bh:01:de:97 00:c0:26:72:5%a:ca PRPP LCP  PPP LCP Configuration Ac
8 0.312499 00:cC0:26:72:5a:¢Ca 00:02:3b:01:de: o7 PPP LCP PPP LCP Configuration Ac
9 0.312525 00:c0:26:72:5a:¢Ca 00:02:3b:01:de: 97 PPP PAP PPP PAP Authenticate-req
10 2,106965 00:02:3b:01:de:o7 00:c0:26:72:5a:ca PPP PAP PPP PAP Authenticate-ack
11 2.108572 00:02:3h:01:de: 57 O0:c0:26:72:5%a:ca PFP IPCP PPP IPCP Configuration R
12 2.125081 00:c0:26:72:5a:ca 00:02:3b:01l:de:%7 PFP IPCP PPP IPCP Configuration R
13 2.125105 00:c0:26:72:5%a:ca 00:02:3b:01:de: o7 FPRPP IPCP PPP IPCP Configuration A
14 2,186911 00:02:3kh:01:de:97 00:c0:ZB:72:5a:ca PPP IPCP PPP IPCP Confiouration r L4
M ] =
EFrame 1 (34 bytes on wire, 34 bytes captured) i
H eEthernet II, src: 00:c0:26:72:5a:ca, Dst: fr:ff:ff:ff:ff:ff
B PPP-over-Ethernet Discovery
version: 1
Type: 1
Code: active Discovery Initiation (PADI)
cassdinn TRt AN b4
=1 [~
oooo ffF ff ff £f £Ff £f 00 <0 26 72 %3 <a 88 63 11 0%  ........ &rZ..C.
0010 00 00 Q0 0D 01 Q3 00 06 00 <O 26 72 53 Cca 0l 01 ..., - .

0oZ0 00 oo

=L 1]
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Default Gateway @ 2z %

C:s>poute print

Active Routes:

Metwork Destination

4.8.4.8
B8.8.8.8
61.225.34.8
61.225.34.58
61.255.255.255
127.8.8.8
192.168.18.8
1922.168.18.161
192.168.18.255
224.8.8.8
224.8.8.8

Default Gateway:

Metmazk

H.8.8.8

H.8.8.8

255 .255.255.8
255.255.255.255
255255 255255
255.8.8.8

255 .255.255.8
255.255.255.255
255255 255255
224.8.8.8
224 . 8.8.8

Gateway

122 .168.18._254
61.225.34.58
61.225.34.58
127.8.8.1
61.225.34.58
127.8.8.1

122 . 168.18.181
127.8.8.1

122 . 168.18.181
61.225.34.58
122 . 168.18.181
61.225.34.58

Interface
12216818181
61.225.34.58
61.225.34.58
127.8.8.1
61.225.34.58
127.8.8.1
12216818181
127.8.8.1
12216818181
61.225.34.58
12216818181
61.225.34.58

Metric

[ R e e R S S =







w’ﬁlﬂ FPCYIF Linux “31[54 ‘l‘gl,|£ ?i—* A
EIROUtmg Protocol H[[f’' 7% £~ /[ E]pY
outerffi¥]
> E RIE- ﬁ"’ﬁ‘ﬁg‘Routmgﬁ’Packet%ﬂ%pl
g YR Intel IXP 23] Network
Processor F& IBM PowerNP 23] » ﬂ*"{l
‘Pﬁ'ﬁf, Linux F’ IJI%:HE“— F@ S | I/Router
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Linux router open Source

S aRE -t 5 pﬁJOpen Sourceﬁ%?‘]ﬂ% ’ lﬁ'i_fl’
f ,EIJE\;,T % DRI X L—?ﬁ’]rgﬁ[l“ﬂJFb » i =ds
R A
= [1] Linux Router Project, http://www.linuxrouter.org/

Free Cisco, http://www.freesco.org/

= [3] IBM PowerNP, http://www.ibm.com

" [4] Intel IXP %[ Network Processo;

http://www.intel.com '1
= [5] Linux Routing Protocol, httg y.zeb

N
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Linux Router#{ 7]

#FAPC 1 PC 4 VB {2 HTTPRE:]
ﬂwE[ILIﬂUX FRIPC 158 PC 4 VR &
HT TP 5]
: # [ HUbi % - &
752 [IPCIZPCA
4o PR P i T e

- [ s L[]
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192.168.1.1
255.255.255.0 =
Default Gateway LEE Host A

192.168.1.254 N

FJH INetGuru®f

eth0:192.168.1.254
255.255.255.0
Default Gateway:
192.168.3.254

| [l 19216812

g —— 255.255.255.0

S—=——""Default Gateway:
192.168.1.254

_E'ﬂstﬂt

kr—|—|_,;'-{

48

Weh Server

eth2:192.168.2.254
255.255.255.0
Default Gateway:
192.168.3.254

192.168.2.1

255.255.0

ateway:
12.254

192.168.2.2
255.255.255.0
Default Gateway:
192.168.2.254
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NetGuru#E#%ﬁ%ﬁ'

Host A Host B Host
T2 R0 1 TR LR 034 L IR T D34 'EU RT3
wlhid e[l 1 el elhd il wlf 2 el il wil 2

[==x1] e

1o 168.0.0¥24
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=7E Host A ethO

*i1fconfig ethO 192.168.0.1 netmask
255.255.255.0

“*1p route add default via
192.168.0.254

_
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st Host B ethO

*i1fconfig ethO 192.168.0.254 netmask
255.255.255.0

=N AN é{f’iﬁ\i IP 2 Network Mask ¢} >
ifconfig ;B ] /& p # 3% 7 — #* it Route =Entry

192.168.0.0/24 dev ethO scope link src 192.168.1.254

A% THE O | |
Ip route add 192.168.1.254/24 dev | |
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ZEHost B eth?2

“ifconfig eth2 192.168.2.254 netmask
255.255.255.0

%o b 4 f 2k Zethl /s & IP £ Network Mask *F »
ifconfig ~ z’% % & p #3% 7 - # i Route shEntry

192.168.2.0/24 dev eth2 scope link src 192.168.2.254

SRR ﬂ
Ip route add 192.168.2.254/24 de f
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st Host C eth?2

*ifconfig eth2 192.168.2.3 netmask
255.255.255.0

“*1p route add default via
192.168.2.254

_
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=N
“*Proxy — FH’ IR ?frﬁjﬁ,“ i&’FE‘I I AR el

‘Eﬁ '—-k'r"l %IDTEF%_:—H Ir_fi(z]zljj ' [ ‘,'.ﬁ
ﬁ%@*ﬁ ﬁL%%’@% B
PRI & g pr FETEI I F‘I_JF el SRS
mv['ﬁpr Fl ELJE![;E_WEB Proxy , ,Lbjg‘dgi_ld Fl E ﬁgj
E*’T%'é, roxy [ IffiH]pYProxy Server - i#
E| F1pY WEEls:I Proxy J[[£% squid
(http //wWww.sqguid-¢

W
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Proxy ARP

“ Proxy#L ezl ?’Flff-}[fjﬁ VBRI > SR
b E 0 BBV RLProxy o ifE! Fl\Jf-'g*%":’l’?[fl'ﬁ’%

Thtbh|
1Y RNV FIProxy o (EEVEFAY YR 45
AllRL T Proxy s =1 -

*Proxy ARPZ= EIRLEELARPHVEEE » IRk r Es
tARPH J’?ﬁ;’ﬁlﬂij‘ Proxy ARP 7 /F'i[llﬁ.(:t 2%
L[ fr*,}lgj—' ST TR I[Hl’r% » oG MAC
Addressp PR q{ill_:—%l— ‘ i
Iy a8 1] T B g F Y=

4
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PC 4 5 MAC Address = Linux ethO =5 MAC Address > @ ¥PC 4
ARP Request® & PC 1 «n MAC Address = Linux eth2

- PG 1
| E IP 182.168.1.1

e Wetwerk Magk 233 255.255.0

\—.—|—l_"'
- PE 2 - PG 4
L | E IP 182 168.1.2 as | : I 182 168.1.18
o Hetwerk Mask 255.255.255.€ e Hetwerk Magk 255.255.255.0
‘h'r—l—|_'_'_' 1.h"'h—l—|_'_'_'
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e
=
By

™~

—

'x

et

—

-\_'——_|_

Host A

—
e
By,

__|-

™~

e m——

AT
Mask 2
..;,__} |

Host C

e
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Host & Host B Host C
TRkl T2 NeE 1,233 180168 1 282 TR 881K
eth0 ethi eth? ethl ethi eth? ethi ethi

gl L )

eth?
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bash# 1p route _

192,168, 1, 0/24 dev ethi) proto kernel scope link src 192, 168, |, 204
192, 168, 1, (/24 dev ethl proto kernel scope link src 192, 168, 1, 253
192, 168, 251, 0/24 dev eth3 proto kernel scope link src 192, 168, 261, 252

bashif 1fconfig

ethi)

ethl

eth3

Link encap:Ethernet HWaddr 00:30:C7:81:44:33

inet addr:192, 168, 1, 264 Beast:192, 168, 1, 205 Mask: 2bb, 20bh, 255, ()
UP EROADCAST RIMWING PROMISC MULTICAST MTU-1500 Metrac:l

BX packets:V2 errors:() dropped:() overruns:() frame:()

TE packets:81 errors:( dropped:0 overruns:( carrier:i
collisions: () txquevelen: 100

Interrupt:10 Bage address:(zali]

Link encap:Ethernet Haddr 00:30:C7:81:44:32

inet addr:192, 168, 1, 253 Boast:192, 168, 1, 265 Mask: 2bb, 205, 255, ()
P BROADCAST RIMMIMNG PROMISC MULTICAST MTU:1500 Metric:1

kX packets:7D errors:) dropped:() overruns:) frame:()

Ti packets:'[o errors:( dropped:0 overruns:( carrler:(
collisions: () tzqueuelen: 100

Interrupt:11 Base address:xc(00

Link encap:Ethernet  Haddr 00:30:C7:81:44:20

1net addr:192, 168, 251, &h2  Beast:192, 168, 251, &0bh Mask: 255, &0b, 255, 1)
P BROADCAST RIMMING MULTICAST MTU-1500 Metric:1

kX packets:9347 errora:l dropped:() overruns:) frame:()

TE packets:7329 errors:( dropped:( overruns:( carrier:i

collisions:F txqueuslen: 100

Interrupt:-12



“ arp —i ethl —Ds 192.168.1.1 ethl netmask
255.255.255.255 pub

s> arp —i ethO —Ds 192.168.1.10 ethO netmask
255.255.255.255 pub

bash#f arp —an

7 (192, 168 1.1) at 00:30:C7:81:43:65 [ether] on ethi

Y (192, 168, 251, 254 at 00:10:F3:03:16:B3 [ether] on eth3
? IQE*IBS*I*IGJ at 00:30:C7:81:41:98 [ether] on ethl

P (192, 168, 251, 22) at 00:E0:98:81:16:0D [ether] on eth3
7 (192,168, 1, 10) at # PERM PUP on ethi)
7 (192,168, 1, 1) at # PERM PUP on ethl
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bashit
bashff arp —an
7 E192*168*251.254] at 00:10:F3:03:16:B3 [ether] on eth3
192, 168, 251, 221 at 00:E0:98:81:16:0D [ether] on eth3
bash# ng 192, 168, 1, 110
PTNG 192 168, 1, 10 (192 168, 1, 10) from 192,168,1,1 : B6(34) bytes of data,
64 bytes from 192, 165, 1, 10: 1cmp_seq=1 ttl=t3 time=537 ms
64 bytes from 192, 168, 1, 10: 1cmp_seq=2 ttl=63 time=0, 238 ms
0d bytes from 192, 168, 1, 10: 1cop seq=3 tt1=63 time=0, 345 ms

[3]+ Stopped ping 192, 165, 1, 10
bash# arp
192, 168 251 2hd) at 00:10:F3:03:16:E3 [ether] on eth3
192, 165, 1, 10) at 00:30:C7:81:44:23 [ether] on ethi
; 192ﬂ168.251.22] at. 00:E0:98:81:16:0D [ether] on eth3
bashff 1p route _
192,168, 1, 0/24 dev eth) proto kernel scope link sre 192,168,1,1
%Qﬁhéﬁg.ﬁﬁl*ﬂfﬁ4 dev eths proto kernel scope lank sro 192, 163, 251, 40l
as
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bash#f arp -an

70192, 163, 1, 1) at 00:30:C7:81:44:22 [ether] on ethl

7 (192, 1658, 251, 254) at 00:10:F3:03:16:B3 [ether] on eth3

7 (192, 168, 201, 22) at 00:E0:98:81:16:0D [ether] on eth3

bash# ping 192, 1658, 1, 253

PING 192, 166, 1, 263 (192, 168, 1, 263) from 192, 1688, 1,10 - 56(84) bytes of data
64 bytes from 192, 168, 1, 253: 1cmp_seq=1 ttl=64 time=(), 32Z ms

64 bytes from 192, 168, 1, 203: 1cmp seq=2 ttl=64 time=0, 158 ms

7]+ St@pped ping 192, 163, 1, 03

bash# Arp

192, 168 1. 253] at 00:30:07:81:44:22 [ether] on ethl
192,168, 1, 1) at 00:30:C7:81:44:22 [ether] on ethl
192+168+251+254] at 00:10:F3:03:16:-B3 [ether] on eth3
! ﬁ%E.lES,Eﬁl.EEJ at 00:E0:98:81:16:00 [ether] on eths3
as
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File

Edit Capture

Display

Tools

Dezstination

Info

0, 000000

0033057 01:44:23
0033017 181143165 O0:30:e7: 81144123

FESPFFRsFFaFrafr

192.168.1.1

ﬁ.ﬂﬂﬂEiE 00:30:c?:81£43:55 F;:FF:FF:FF:FF:FF

ARP

ARP

Echo

Lping}

Who has 192,168,1,17 Tell 192,168,1,25%4
152,168,1,1 is at 00330:ci:81143:60

request

4 Who has 192,168,1,107 Tell 192,168,1,1
5 0,009818 00:303cyi8lidd: 23 O0:30:c/ 181143165 ARF 192,168,110 iz at 00:30:cy:Blidd:23

6 0,009884 192,168,1,1 192,168,1,10 [CHP Echa {ping» reply

70,9728 192,1658,1,10 192,1R8,1.1 [CHP Echo {ping? request

8 0972230 192,168,1,1 192,168,1,10 [CHP Echo {pingy reply

9 1,972471 192,168,1,10 192,168,1.1 [CHP Echa {ping} request

10 1,972345 192,1658.1.1 152,1658.1.10 [CHP Echo ¢ping} reply

11 2,972244 192,168,1.10 192,168,1.1 [CHP Echa {ping} request

12 2,972341 192,168.1,1 192,168,110 ICHP Echa {ping} reply

13 3,972281 192,168.1.10 192,168,1.1 [CHP Echo {ping} request E@
14 2,972463 192,168,1,1 192,168,1,10 [CHP Echa ¢ping} reply

Ethernet T1. Src: 00:30:c7:81:44:23, Dty 00:30:cy:B1:43:65
Internet Protocol, Src Addr: 192,168,1,10 (192,168,1,10%, D=t Addr: 192,168,1.1 ¢192,168,1,1:
Internet Control Meszzage Protocol

~L T

-~ |

|| Frame 2 ¢98 bytes on wire, 98 bytes captured:

ooo0 - 00 30 cF 81 43 69 00 30 cF 91 44 23 08 00 45 00 ,0,,Ce,0 L. D#,E,
0010 00 54 00 00 40 00 3F 01 b5 4d c0 a8 01 0a c0 a8 L T,.E,Y, M.,
020 01 01 05 00 15 Be 86 0b 01 00 16 ab 02 40 4F ad  L..Line aee.l B0,
O30 05 00 053 03 0a Ob Oc Od Oe OF 10 11 12 13 14 15 oiiivns srrassss
o040 16 17 18 19 1a 1b 1c 1d le 1F 20021 22 23 24 25 . ..... .. 1MHEE

Filter:ll .ij ResetlﬁpplgllFile: <papturer Drops: O

S —
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File

Edit

Capture

Source

Dizplay

Tools

Deztination

Protocol

Infa

=10l x|

1
2
4
]
g
7
g

a9
10
11
12
13
14

0, 000000
0,031423
[, 031521
0,041538
1.003680
1,003865
2005708
2,003334
2,002779
3.003377
4,003315
4,004100
9,041447
5,041545

0033037 1814198
0033017 18144122

132,168.1.1
132,168,1.10
132,168.1.1
192,168,1,10
132,188.1.1
192,168,1,10
132,168.1.1
152,168,1,10
132,168.,1.1
003307c718lrdd:22
003303c7 18141198

FEIFFLFESFFIFFefr
00330307 281241293
1532 168,11
192,168,1,10
192,168.1.1
192,168,1,10
192,168,1,1
192,168,1,1
192,168,1,1
192,168,110
192,168,1,1
192,168,1,10
00330307 381341:98
003303073 8134422

0

ARF
ARP

ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ARF

ARP

Echao
Echo
Echao
Echo
Echo
Echao
Echo
Echao
Echo

Who has 192,1658,1,107 Tell 192,168,1,253
192,168,1,10 i= at 00:303c7:81:41198

Who has 192,168,1,17 Tell 192,168,1.10
192,168,1,1 i= at 003303c7i81:44322

(pingy reguest

{pings
{ping?
{pings
{pingy
(pings
{pings
{ping?
{pings
{pingy

reply
request
reply
request
reply
request
reply
request
reply

Frame 3 438 bytes on wire, 93 bytes captured:
Ethernet TI, Srci 00:30:c?:81:41:93, Dsty 00:303c7:81:44522

Internet Protocol, Src Adde: 192,168,1,10 (192,168,1,102,. Dst Addr: 192,168,1,1 ¢192,168,1.13
Internet Control Message Protocol

=L T

~

Q000
o010
Qo0
D030
D040

00 30 cF 81 44 22 00 30
00 94 00 00 40 00 40 01
01 01 08 00 15 Be 86 O
08 00 05 03 03 Ob Oc Od
16 17 158 19 15 1b 1c 1d

o 81 41 98 08 00 45 00
b7 d4d cO a8 01 0a c0 ad
ol o0 A6 &b 02 40 4f a4
e OF 10 11 12 13 14 15
le 1F 20 21 22 23 24 25

0,,0%0
TR0,

P
P

AR

R PR

dibeones
eeee 0,

IR

o UHEY

~ L___Lﬂlr

Filter:ll

_lj ResetlﬁpplgllFile: <capture> Drops: 0
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HE 5.1 RoutingZ =T TLEIE

BERE PV

& B fﬁ I%{L;G ateway
< EErouti ngﬁ'l%ﬁ?lﬁ%ﬁ
< viEdefault routepyEiF
3 EETT LAEIREAES,
SEZEroute==TTLEVE (™

5 W
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B — ﬁ'routinggﬁﬁéjqﬁqﬁ'

Host A Host B Host C
122 580 1 {16 ISR 2 [ 12 16875
ethD efhl ethzZ l athi 1 eth et efn ethz

=i =i - =i =i

Degault GWC182 168.0.2
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Step 1: BRERIFAE
o IH] FIJ“;—'F"EHEL FTJIEI J-‘fl—ﬁ—{\_‘

*Host A:
= ifconfig ethl down
= ifconfig eth2 down

*Host B:
= ifconfig ethl down
“*Host C:
= ifconfig ethO down
= ifconfig ethl down
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Step 2:F L Host BfiyHost Apy

24 dev eth? proto kernel scope 1] src 19
192.1 24 dev ethl proto kermel scope lank src 19
192, 168, 0, 0/24 dev eth) proto kernel socope link src 192,

g &M%%Tgﬁtﬂ %3 kernel scope link =rc 192 168, 251, 251

= echo “1,,f> /proc/sys/net/ipv4/|ﬁ*rd H”

% @‘?’,' : an’EEJ'default gateway

Eﬁ
=
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Step 3: FBWHIEE

“Host B:
' a’fJ‘??Ethereal » interface:Zeth0 - I [ RGHER D 35t
Ty
“Host C:
- F'ﬁj’?%Ethereal  interfacexZ eth2 > ' s GHER D Ff
<~ Host A:

Ty ..
- ping 192 168.2.3 {U n'

: z/pmﬁl ?ﬁ/['fﬁ“i%f?FﬁJEET}?EB%
* HIRE =S

» it Host B¥*Host C Ethereal i Z[[[iUICMPEF &1y




look up ARP tabls,
Exacute ARP, il no
infarmaiion s fournded.

[ Destination IP J _D_[
Destination domain

Netmask —— | Compare

[ Source IP
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Step 4: HfEFH

O:OI%%—_'Host C[p'?[l192.168.0.0/24|él©5"%7 =
= |p route add default via 192.168.2.2

* _FRIFELLFIICMP requestHireplypvEs &
[l > RO 1ICMP requestHireplypvss & - &
a[@rm Y[ e fiH R

5 W
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BY_ ﬁ'routinggﬁﬁéjqﬁqﬁl

Host A Host B Host C

TS E T TELINE T TR S PN T THELMELE TR MRS
efhl  eth1 eth2 gthl ethl eth gthl  eihi ethd

- _athd

o hd
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Step 5: BRERIHAE

“Host Afvethl1[p @5’@?@ :

= ifconfig ethl 192.168.1.1 netmask 255.255.255.0

‘*Host B:
LY R R
“*Host Cpveth1[p &3 H:
= ifconfig ethl 192.168.1.§ netmask 255.255.255.0

_
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01'%‘71‘—_'_Host Ci=192.168.0.0/24pV55 &
“Host C:

= |p route add 192.168.0.0/24 via 192.168.1.1

" ffiHost C5%(11192.168. 1.1 711 %[ Host A( A% Host B

;2 i)

r" x
:
1 1
» i H i
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Step 7: HBYHE

“Host C:
' %EJ‘?%fEthereal  interfacexeth2 » I'| B GHEE D B

Ty
“Host A:
- F'ﬁj’?%Ethereal  interfacexZ ethl > ' s GHER D B
Ty

“Host A: '
" ping 192.168.2.3 > 1% TTL IS F (8

= fraceroute 192.168.2.3
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e

o £ |F’ +Host C Ethereal FFElEZ|[pv 1 CMPE}
cuﬂ TTLf3637
o £ L[ T Host A Ethereal 5 £ Z]pY 1 CMPH}
cp ETTL{{55647

 £fFping 192.168.2.3pYTTL{fi¥564?ping
[pil CEAYT T L fRLE - = 1%‘-75’??%4—’7

oo £ IFﬁStep 4(p. 69)"7’?%3“L
192.168.0.0/244¢ ﬁ.ﬁ’
FHER(Step 7)puELaH]REs

S HLIICMP requestﬁcggumterfacei
F=EFIFICMP replypvinterfacetfi[q|?
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D—s)

':IJ = S RIS

A—_Trt =

* ICMP request

Host A Host B Host C
152 168 01 102 e 0 MR 162 95823
eihl ethi eth? athi &thl athl eth1 gth?

L
_ l = i | h.

= AR, N
Dofault SW:102.168.0.2
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*ICMP reply

Host A Host B Host C
122 18801 15096811 12 16802 s MO ME1S 1528823
ofhd  eihd  oth2 w othd  ethl  eihd { othd  eihl  eth? I
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Step 8:FII=TTLIEE M

“*Host C:
= echo “260"> /proc/sys/net/ipv4/ip_default_ttl
" ping 192.168.0.1
F]Lljrmﬂ TTL=64AVEE » ™0 ) ] &) (580 @
*Host A:
= ping 192.168.2.3

SR TTL=4IO135 - 53 i e g

Hint: TTLRYAR ™ [ £3255 Q! "
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