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* GRE[EHJEIVE! Y]
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6. Router Bt s fuPacketiZ [l iNetwork Bri%“ﬁ
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Generic Routing Encapsulation (2)

FIEIVGRE Fi4t:
I +H3EH 't~ [ packetjo PEREEE M ER > FLED
‘Payload Packet” - f[ﬁpayload packetF 1
gF&LGRE Headerf4t - 7 GRE Headerpy|’ Jﬁ
}F[IF[J H: EIJF K ';'S‘E[lgﬁ*g* i /EIF %{[ﬁjﬁ“ FE'T,LJ
[%EJPFOtOCO|j’}JK—r'L*EJ ZlInternet - > Z%{f
ILHLFF #tprotocol* I £i’Delivery Protocol”

_:ra—.lﬂ :
Delivery header ' :

GRE header

Payload packet
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Generic Routing Encapsulation (3)

“+ GRE Headeri:z:

01 2 3 4 5-7 8-12 13-15 16-31
CIRIK|[S [s |Recur Flags Ver Protocol type
Checksum (optional) Offset (optional)

Key (optional)

Sequence number (optional)

Routing (optional)

iy 3N
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(Bit O) Checksum Present. Set to zero (0O)

(Bit 1) Routing Present. Set to zero (0)

(Bit 2) Key Present. Set to one (1)

NWIxXAO

(Bit 3) Sequence Number Present. Set to one (1)
If a payload (data) packet is present. Set to zero
(O) if payload is not present (GRE packet is an
Acknowledgment only).

(Bit 4) Strict source route present. Setitoszero.(0)

Recur

(Bits 5-7) Recursion contr

Flag

(Bit 8) Acknowledgment s
present. Set to one (1) If pac |
Acknowledgment Number to be used for

acknowledging previously transmitted data.

(Bits 9-12) Must be set to zero (0)
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Ver (Bits 13-15) Must contain O
Protocol |Set to hex 880B (for PPP)
Type
Checksum | Checksum with IP, GRE header and payload
packet

Offset Checksum or routing presentis 1

Key (HW) | (High 2 octets of Key) Size of the payload,
Payload |not including the GRE header.

Length
Key (LW) | (Low 2 octets) Contal Pee D
Call 1D for the session to IS p

belongs.

Sequence |Contains the sequence nuimber of the
Number |payload. Present if S bit (Bit 3) i1s one (1)

Routing |Source routing entries (SRE)
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“Routing (Variable) :fli— figuySource
Route Entries(SRES):i™ HY[Y o
= Address Family (2 Octets) : = £

M
Routing Information FleldplL15r§iﬂl?,§y :

SRESH#H

J;l:rr ,T r__[;_-j—:u E[fj

= SRE Offset (1 Octets) : A"‘Ji?’ﬁ%‘gﬁ%w T

SRECE o

- SRE Length (1 Octets) :

T SRE LengthiE
ﬁl&# M- SRE ©

= Routing Information (Variable)®

YR -

i

» HJFSREZ4£]

Address family

£ [SRE I* i 7L A UBrS

utinguEieldffF

jEJ Pa'_. E\ﬂj
158 23 24 Sl
SRE offset | SRE length

Routing information ...
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Point to Point Tunneling Protocol (PPTP)'ELCE

o PPT P@?’ﬁﬁé 136
X PPTP@Z’ L
1.’Fir'[’PPTP Client AﬁTﬂIPPTP Server B;é?j’ IEZL%EL o
2. PPTP Client AFIPPTP Server Bffi* |MS-CHAP s fi3

SEl =<
;lgu‘iﬁﬂ°

B‘FIIIFH%IEJIF&}:& » W — [HPPTP Tunnel -

S PPTP{ELX :
1.HiHost A El{Ei = Packets it Network BEYHOST B o
2. Host A}I@]’Packet“%f_r‘—PP P Cli

3. PPTP Client A #Packet %ﬂm—a'

Header > sZf Intérnet {35 =PPTP ServeriB's

4. PPTP Server BijerrfERi4E » Az INetwork BiSi
Host B -

5. Host BE ¥Z[[Packet™" it t! i Hip[nlE -
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Note: =) {7 keE HiZ

“*CHAP
g CHAP@ 17| MD5 ﬁ\ﬁglﬁﬁﬁj %EI—JDL[[ ==l
b2

*MS-CHAP (Microsoft Challenge
Handshake &“ﬂﬂ%ﬁz’, )

= (LR > £ SRS Windows T IDJVF"*lj*J/IJJ%

sl

*MS-CHAP Vv2 4
. '37 %[Jﬁ%”ﬁjfylﬂﬁéﬂﬁﬁ L
IE@’;—‘\ i1 JZ[F,E“WH e i 2T A

IEBF' Tl UL[;

IJJ
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Enhanced Generic Routing
Encapsulation Header

*PPTP Packet
<+ PPTPH{I " [fYGRE Header
= Key Payload Length : sel5#GREFHEFIPPP Packet
pu= o [ ENFA'[GRE Headerpy=
o fey Call ID: ﬁﬂﬁiﬁ[’[ﬁ'&@?ﬁiﬁﬁcml ID > B[ 55 PEH

A I

= Acknowledgment Number %l%?a%"”ﬁ%q?‘ﬂmacket
FlT > s puSequence Numbenssyd

Media _
IP Header
GRE Header
PPP Packet

PPTP packet
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% IPSec (IP Security Protocol) iflka=e
e =
Brv = Bl

r, =
g 1 |
(] 1 e
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»IPSec:
%;JE"IP Protocolp~ a1 » i 7 — [ {E J f%,

E Ill_ﬁJPaCket”JD;%,ﬁ U %mqgm = ([ pyIP

tocoIF s LR el (A ;iﬁ”g JTunnel -
 IPSec: [Hu=pHY 3%

= Host-to-Host

= Host-to-Network

= Network-to-Network

“IPSecfy 4 = | {&
= SR pvESETE (Confidentialit 2

= 2YRpY— F=1% (Integrity ) : [REET7 ,7 F&E'T”lsr
2 f%ﬂij’?ﬁpu&“ﬂ (Authentication) Fe;&"ﬁn[* =
FAfEE Ry Sy ?{F’%’@lﬁ
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0‘*Authentication Header (AH):
L %Datavp it J;crﬁé(hash) et TR SSH|]
» B s PE[Jé\HD Packet': B[V 5 T Bl
UIT

“* Encapsulation Security Payload (ESP) :
+TDatagram A N [’J@\%IP Packet > i
Packet®L: sl - ﬁ]%iF JPacket[  %gd ESPEES: iE

W ﬁ\T W‘szﬂ“ﬁ%r'”' {U
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< IPSeCfisagti =

= Transport Mode : & | SecuritypvHeadersel &+
Transport Layer Header » +IP Header i * Packet
YRR IPSecﬁﬂ H|AHEYESPEfPacket fit ™[I
ﬁﬁ;’ HVFVE & o

= Tunnel Mode :fﬁlE‘JAH%[IESP}EJ’;I?ZTEI’}i’@i’—iﬁfij
Packet i » =7 X Ep b~ [E#rEYIP Header » 3

Packet B=Z[# ll'?“f-‘[%} 0 ” l
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< Transport I\/Iode_PEKJPacketffﬁ?V :

[P Header
AH
ESP

TCP Header
Data

“ Tunnel Moc eEKJPaCketﬁT?“:

IP Header 2 | :
ATl .

ESP
IP Header 1
TCP Header
Data

38



LAN-2

Security Gateway Security Gateway

( Router ) (Router )
Internet
jIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII> j
. |Psec_Tunnel (between hosts
IP1 | Payload IP1 |IPsec | Pavload L i IP1 | Pavload
(a) Transport mode % u'

IPsec Tunnel (between gateways

IP1| Pavload IP2 [IPsec | IP1 | Pavload IP1| Pavload

(b) Tunnel mode
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< Transport Modefﬁﬁ@i@ﬁi&ﬁé’ﬁ@
IP%]‘EN;IW Al PsechvREl % ~ [ FUEfVIP Header

I % Fh' 1 1Psec Header > ﬂ*ﬁihfrlﬁcﬂﬂ VYR
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= | e [HTunnel ModepNg= :

[j I—FFFEJ B~ e ﬁ:’k HF7\$EEI ﬁfll}[kjl}d_k s N5 T 86

aﬁf},n[ﬁrp, rj::‘x:TJ‘TI'F[JROUter P%%%IPsec fﬁlLAN‘ﬂ”‘U

LAN V&S @_‘?Internetﬂﬁﬂfpﬁ' IPseciiFdinst > J[]

EES ZpVEIVPN Tunnel -

40




IPSecis

o 1 JF “EriE o IPSect B S AL - ST
A T i
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) HgAl l—E&”H’“‘ ji['qi EFe— ZEP %\E?jﬁﬁ“@&. > I BEGEERR]
ﬂ\p Ef FE'H* SRR

R «wﬁl' [ = 'ﬁﬁ%@ﬁ‘i‘#@r
= Security Parameters Index (SPI » 4 = [ 8rZd]) : SPILL
E[HPSGC L[S‘*H.}TA{*E IR IJEIVTEI ; ;Q@ Enp3260 7 s TAA;%[
EMT" JNIPSerCﬁ ﬁﬂl o |’7‘JZ/D » A~ B> C[F E %H IPiEe
WETRRFX » JIXp 45 WSPLL V% (I %UF'
IPSecﬁc [[ IJSPI ’7“ » PSS ] cpgj u]ﬂ[ﬁl[
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